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@D DARPA Dreams of Data

Investments over the past decade span multiple DARPA Offices and PMs
« Information Innovation (I120): Software Systems, AI, Data Analytics

« Defense Sciences (DSO): Domain-driven problems (chemistry, social science,
materials science, engineering design)

» Microsystems Technology (MTO): New hardware to support these processes
(neuromorphic processor, graph processor, learning systems)

Products include DARPA Program testbeds, data and software
« The DARPA Open Catalog

« Testbeds include those in big data, cyber-defense, engineering design, synthetic
bio, machine reading, among others

Multiple layers and qualities of data are important
« Important for reproducibility; important as fuel for future DARPA programs
« Beyond public data to include “raw” data, process/workflow data

Data does not need to be organized to be useful or valuable
« Software tools are getting better exponentially, “raw” data can be processed
« Changing the economics (Forensic Data Curation)

Its about optimizing allocation of attention in human-machine teams



6@ Working toward Wisdom

Abstraction
(also
“value”)

data

Wisdom: sound judgment - governance

Wisdom ] .
Understanding: explanation — why
Understanding Knowledge: correlation and composition — how
Knowledge Information: facts - what, who, where, when

data: representing signals or stimuli
Information

»

Sapience (or processing/gognitive 'foad’)

Example of the Data-Wisdom process for model evolution and application:

data

Data
(signals)
from
multiple
sources

Information Knowledge Understanding Wisdom

Indigenous Forces
Media Coverage

Coalition Population
Insurgent Sympathizers

it N /
Indigenous Government  Coalition Forces ¥

Local Civilians
Insurgent Forces Infrastructure

International Diplomacy

Descriptive model Correlative/predictive model Explanatory model Judgement, value,

(symbols, syntax) (rules, processes, (abstractions, insight, instinct,
semantics) theories, etc) principles, etc
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DPA Examples of Data-to-Wisdom

Information Knowledge Understanding Wisdom
Task Determine facts Correlate and compose Explain Apply sound judgement
(what, who, where and when) (networks and systems) (causal mechanisms) (governance)
Hybri d o cm’eragelndigem:ms Forces
. Coalition Population
0 pe ratl 0 n S Insurgent Sympathizers i, - b b
Indigenous Government ~Coalition Forces \ s 'y
Local Civilians o
Insurgent Forces Infrastructure
International Diplomacy
Descriptive model Correlative/predictive model Select and execute
interventions
Tactical 't 't T e w ! s | S
i 1 -7 1 -7 : e
operations - A . L P ’\‘\‘ L. \A\
Detect and identify Recognize relationships and  Find endo— and exogenous causal Assess viability of
objects/entities activities of objects/entities factors driving objects/entities Blue approach
Information o U[beetrsetzlutng Mepes ctﬁ o wo
. US ransiate g attni
operations S g -o-8
L aducso Translation
ﬂ ﬁR vertaling
Traduction tratE%ﬁeooy@ BABEL Flsg% Q ..
Message translation Message meaning Message impact
Security et 0 e [N :
operations Students at a Students walking Students walking

university walking

between buildings
: LP 2L pym—

because of a change
in classes

because of a change
in classes is not
anomalous behavior

Scene understanding Decide and manage

responses

Scene knowledge
(relationships between objects)

Image object identification
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DARPA DARPA Investments in the Data Ecosystem

Information Knowledge Understanding
Determine facts Correlate and compose Explain
(what, who, where and when) (networks and systems) (causal mechanisms)
LORELEI (120) CASCADE - Integ data/tools for robust SoS AIDA (1I20)

¢} MoDyl — Dynamics from data sets (DSO)  (DSO) Big Mechanism (120) §
% RATS (120) CRAFT — Workflow/CAD tools (MTO) Biochronicity — Tools gene regulatory nets =
i Visual Media Reasoning (I20) Data Driven Discovery of Models (I120) (DSO) <
=4 Global Autonomous Language Deep Extraction from Text (120) Causal Exploration (120) f" ‘
| Exploitation* Insight (I120) MATRIX— Multi-scale matls data/models £
= Make-It — Synthetic chemistry (DSO) (DSO) =
= MENTOR2 — CAD data/tools (DSO) Mine Better, Fund Faster — Surprise ID (DSO) [=
< Modelling Adversarial Activity (I20) SocialSim (120) I~

Network Defense (120) Synergistic Discovery and Design (120)

Next Gen Soc Sci — Data/tools (DSO)

QCR (120)
9] Brandeis — Data privacy (120) Sigma — System for CBRNE detection (DSO) J]
4 EQUIPS — Uncertainty analysis tools TRADES - Eng design env (DSO) BRASS (120) B
e4 (DSO) Personalized Assistant that Learns* Explainable AI (120) =
322 Memex — Web data/info search (120) FunLOL — Framework for AI/ML (DSO) § ‘
™ SAFER (120) Cortical Processor (MTO) MSEE — Tools for machine understanding &
i Simplex - Unified math frameworks (DSO) EdgeCT (120) (DSO) § 1
i XDATA (120) > GRAPHS — Graph analysis tools (DSO) PPAML (120) S
b PROCEED* HIVE — Graph problem HW/MW (MTO) ;

- Signal processing programs* Media Forensics (120)
MUSE (120)

SafeWare (120)
Deep Learning*
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DARPA DARPA Investments in the Data Ecosystem
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DARPA X-Data: Common Data Cyber-Infrastructure

DARPA XDATA Disk / RAM / GPU Disk / RAM / GPU RAM / Cache / GPU
e Y - . . e e \ .\ )
Sources  (Transforms _ _Platform Abstractions Analytics /” Visualization " Interaction Queries
Batch (size) / HDFS //Hadoop \
Map / Reduce ugi
Seaitaie) I Giraph  purd [ HTMLS5 =/ \ Find me .
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Etc... Other basic é ||HPC I B Convex Optimization Boeing / U Pitt z =
transforms = TBD (1S Sotera Genie S/ N\ 2
a || Bigdata DB . o g
o I [ Correlation = ; o
== ——— = Approximation Continuum Stencil s Physical 3
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DARPA Examples: Human-Machine Symbiosis

DARPA DSO's MAKE-IT:

DARPA Revolutionizing Synthetic Chemistry
Digituize Structure Generate Pathways Score Pathways Rank Output
S <L U, e Esimae e of

=T
InChI=1S/C4H3N704/c12

-10(13)5-3-1-2-4-8(3)6-7-
9(4)11(14)15/h1-2,5H

(CSF & RSF) implementation

DARPA

DARPA’s Big Mechanism:
Machine Reading vs Cancer

-2,...“_.«',
Goal: Machines that help humans to model and analyze
very complicated systems by reading fragmented
literatures and assembllng and reasoning with models.

A Gt

One of 28k Heuristics o
i | reading
]aor‘:::T:s :> text :> shallow and with models :> sug?'eéiit:idonrzodel
ARTS b.‘.d"\\l;«'mﬁfk.ﬁn CXATHO-40]{C:SK[#1-99]X[CH2,CH3,0:50])[C:6K ol
SKI#1:9]X[#1:21]){#6,#1:3) [OH2:10]>>{c:1 J[N-2).[*:40)(C:4]~{0:10].[*:30)(C:S K[ =
C6)10 DIC:SKI#1:9D0#1:21D(*3]" /
NC@HK[e.CX4HOD(C@ K[#1IXICH2,CH3 OD(CH~-{ODICXAN[#1IX[#1](# ’ . .
T e e e 0Lull) DARPA's Transformative Design (TRADES)
.z::i{?’*'f:;';;“,;‘;zz::'lf"éfﬁfi‘i;:":a1. .;1;;““3':61‘3“555’.5
i DARPA MTO’s: Program Objective
S DARPA Circuit Realization at Faster Timescales (CRAFT) Transform design by exploring new math/algorithms to enable new and
L innovative designs which account for next generation materials and processes
CRAFT aims to provide solutions to the three major obstacles restricting custon
IC design and fabrication for DoD systems. Expected Outcomes
&f As » Leverage computation and data at
D DESIGN I unprecedented scales
« Design requires 18-24 months of effort H H Y-
+ Design verification takes far too much effort [ emgu_ App ] [ ork ”. ° Deal Wlth Slgnlﬂcantly more C0mp|eX
- Beceo o lading-ece CHOS & k. f o and coupled design problems _
(o omowm ) s ) [ » Lower the time and expertise required
PORTI MIGRATE OSF REST API }\ Python Flask ] H
~ - Users to create complex engineered products
- Designers are limited to one foundry (“powes ) Aunoraaton ) cotavoraton J(_ Taps )
- Migration of designs from one node to another is diff Wexpensi' | [ commens | versionng ][ shaning ][T]}
_ = . ® Human Computer
P R e — ) Describe the problem Generate shape & material
REPOSITORY Thrust
- Severe lack of IP reusability for DoD designs CRAFT aims to establish a data Iocati?n Q
. Current audit model for custom IC design/hardware security is broken and methodology to ensure 50% IP
reuse by DoD performers Time ——
Show me the options Find the best alternatives
CRAFT s goal is to enable more efficient custom IC design/fabrication to enable HIGH
performance electronic solutions FASTER and with more FLEXIBILITY i 1264 it
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Today
Abstraction Wisdom Abstraction
Understanding
Knowledge
Information Information
data : > data
Sapience Sapience

Unbound Computation & Data

Exploit computation and larger scales; leverage machine learning and Al;

Produce and harvest data in more disruptive ways! < requires culture change
Advancing the software toolbox

An ecosystem of interoperable building blocks/tools for machine-augmented

problem solving; make them easier to use €< a limiting issue
Problem-Process-People Co-design

Simultaneous redesign of problem and human-machine dynamic:

Thinking faster, better and functioning at higher levels < culture change



www.darpa.mil
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A DARPA Goal: Transform cognitive
problems using machines-as-partners

Distribution Statement “A” (Approved for Public Release, Distribution Unlimited) 11



31Ty  Big Mechanism

Goal: Machines that help humans to model and analyze
very complicated systems by reading fragmented

literatures and assembling and reasoning with models.
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@ Big Mechanism Architecture

Goal: Machines that help humans to model and analyze
very complicated systems by reading fragmented
literatures and assembling and reasoning with models.

I

journal reading

: . suggested model
articles |:> text |:> shallow and with models |:> fEVISIONS

Gene Ontology

tities, relations
Reactome en ; : >
Pathway Commons events, processes models [ assembly
etc ...

1 @

reasoning model manager _
<:| <:| revised models

predict, explain, test,
curate, etc.

Outline of today’s talk: Reading; Some Results; Varieties of Big Mechanism
Systems; Why it Works; Will it Work Elsewhere?
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6@ Cross-cutting Opportunities for DARPA

Altered Senses
* New sensing systems; new human-machine interaction as well
« Neurotech being coupled with higher-order cognitive processes
Unbound Computation & Data

« Exploit computation and larger scales;
Produce data and harvest our own in more disruptive ways!

Advancing the software toolbox

« An ecosystem of building blocks/tools for machine-augmented problem
solving; make them easier to use € a limiting issue

Problem-Process-People Co-design
« Simultaneous redesign of problem and human-machine dynamic



@ System Concept

Knowledge
Needs/Gaps,
Request/ Integrated IcM
Response Causal Exploration
Operational, I,{?;ﬁg%gn
Government-
provided, and Knowledge /\P/?ci/e/; /;)_Zf;mb/y/ Human Model User
Open Source Organization Entities, Col;;ﬁguration/ Interaction
Documents Causal Adaptation
and Relationships,
Databases Domain- User Input and
tailored Feedback to
Ontology Causal Model Assembly

Model
i Assembly < ::

Common Standards

Shared Repository and Interfaces

Scalable Processing

Shared Services



