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UNTITED STATES DISTRICT COURT

BR; ORIGIVAL

Ceilral Bistrict of California

In the Matter of the Scarch of
(Bricfly deseribe the property 10 be scerched
or idsnalfy the person by nawwe and address)

336 1/2 Soulh Giendors Avenue
West Covina. Californiz 81790

Casc No.

SEARCH AND SEIZURE WARRANT
To: Any authotized law enforcement ofticer

An application by a federal law enforcement officer or an amomey for the goveramealt requests the search

of the fallowing, peixon or property localed i the Central District of Califomia
(identify’ the person or deseribe the Propevly 1o be scorched and give its locution):
See Atechment A-4

The pesson or prepesty to bescarched, described ahove, is believed 10 conceal (identify the prrson or describe the
paperty th he setxed).
Seo Attachment 8

[ find that the aftidavit(s), or aay recorded testimony, establish probable causc to scarch and scize tite perSen or
propecly. Such alfidavil(s) or testimony arcincorporased hergin by refereuce and attached hereto.

YOU ARE COMMANDED to ¢xecui¢ this warrant on ot before 14 Jays trom lha dala of ils issuance
(rnt to exoved 14 doysy
o in the daytune 6:00 #m. w0 10p.m. (J at any tire in the day or night as I find reasonable cause has been
established.

Utless delayed nolice is authorized below, you must give a copy of the warant and 2 receipt for the properey
tzken to the person from whiom. or [rom whose preiauses, the property was taken, or ieave the copy and 1eceipt at the
place where the praperty was taken,

The officer executing this warrant, or an officer present duting the execulion of the warrenl, must prepare an
inventory as required by Jaw and promply retum this warant and jnventory to United Slates Magistrale Judge
_on duty atthe me of the retum thiough a filing with the Cieik's Ofice.
(nume)

O 1find that immediate notification may bave an adverse result tisted in 18 U.S.C. § 2705 (except [or delay
of trial), and authorize the officer executing this warzant to delay notice to the person who, or whose property, will be
scarched or seized (check the apprapriate box) O [or days (rex to excocd 30).

(3 until, the facts justifying, the later specitic date of

2017 3-H (}Dm Ah'[m_ EZJLWMQ/

Judge s signatnre

Date and time issved: 11 I l3_

City end slale:  Los Agcles, Callfornia Hon. Alica G. Rosenberg
Privted name and ntle

AUSA: Benjamin R, Barron
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ATTACHMENT A-4

Descripticn of SUBJECT FREMISES-4 to be searched

SUBJECT PREMISES-4 is described az follows:

SURJECT PEEMISES-4 iz TENMANT s business office located at
336 ¥ Sculh Glendora Awvenue, West Covina, CR. SUBJECT PREMISES-
4 is located on the second floor in the same building as SUBJECT
PREMISES-3. The sign abowve the eontry door shows “TENNANT
FOUNDATION® and the deoor opene to a stairway to the second
Tloor.

e



ATTACHEMENT B8

I. ITRMS TO BE SEIZED

1. The items toO be seized are cvidence, contraband,
fruits, or instrumencalities of violations of 21 U.S.C.
§§ 841(a) (1) and 846 (distributier and possession with intent to
distributc a cantrolled sudstance, and related conspiracy), 18
U.S.C. &% 1347 and 1349 (hcalth care fraud and rcliated
conspiracy), and 18 U.s.C. ¥ 1956 (money laundering and zelated
conspiracy) . for the dates January 1, 2013, and tae present,
namely:

a. Controlled substances, includirg but =zot limited
to lentanyl, oxycodone, and hydroccdosne.

b. Daocumente that refer or relate to times when
controlled substances, includiag but not limited to fentanyl,
oxycodonc, and hydrocodone, were prescribed or dispensed,
customer listx, appointment books, phariacy information,
correspondence, notations, logs, receiptks, journals. beoks, and
records.

T Medical records, patie=mt files, sign-in sheets,
charts, billing information, payment records, and identificatfion
documents f£or or that refer Lo any of the following patients:
(i) patients who have received any controlled drug from UNITED
and/or TFENNAWT, or (ii} Medicure beneficiarics.

d. Bocuments or olLher materials that refer or relate
to the TIRY REMS program or that otherwise address the
requirements for satfe or appropriatc¢ prescribing of TIRF drugs.

. Documents that refer or relate to: payments to or



from INSYS Therapsutics or any agent. of INSYS Therapeutics;
payments received or paid to altend 2Ny event connected to INSYS
Therapeutiecs or the TIRF drug Subsys; or any Medicare or other
billing for prescribing or dispensing of a TIRF drug (to include
pre-authorization for any such billing).

i Documents, including but nobt limited to emnails,
check registers, cancelled checks, deposilL items, financial
instruments, faceimile transmissions, ledgers, or correspondence
te/from any insurance provider, that refer or relate to: bhe
brescribing or dispensing of any controlled drug or to any
persch Lo whom a controlled substance was preacribed or
dispensed.

4 Tnited Stales currency, fisancial instruments,
and precious metals in an aggregate value exceeding $1,000.

h. Records, documents, titles, mortgage papoerwork,
and deeds reflecting the purchase, rental, or lease of any real
astate and vehicles, such as a car, Cruck, motorcycle, boatl,
plane, or RV.

£ Not more than twenty (20) indicia of CCOUPETIeY,
residency, rental, or awnership of each SUBJSECT FREMIZES,
including but not limited to utility bills, telephone bills,
loan payment receiplts, rent receipts, Lrust deeds, lease or
rental agreements, and escrow documents.

Fi Keys to show ownership of storage facilities,
businesses, looked containers, cabinets, gafes, conveyances,
and/or other residsnces.

k. Any digital device used to facilitate the above-



listed violations and foremsic copies thereof.

2, 7iith respect to any digital devices used to facilitate
the abave-lisgted violations or containinc evidence falling
within the scope of the foregoing categories of itcms to be
scized:

a. evidence of who used, owned, or conlLrolled the
device at the time the Lhings described in this warrant were
created, edited, or dclcled, such as logs, registry ealries,
configuration files, saved usernames ané passwords, documents,
browsing history, user profiles, e-mail, e¢-mail contacts, chat
and instant messasined loys, photographs, and correspondence;

n. evidence of Lhe presence or absencc of software
thalt would allow others to control the device, such as viruses,
Trojan horses, and other forms of malicious sofilware, as wall as
cvidence of the prescnce or absence ¢f security soflware
designed Lo cetect malicious software;

c. evidence of the attachment oFf other devices;

d. evidence of counter-forensic programs {and
associated data) that are designed to eliminate data from the
device;

e. evidence ot the times the device was used;

&. passwords, encryotion kecys, amnd other access
devices that may be necessary to access the device;

qg. applications, utility prograwms. compilers,
interpreters, or other software, as well as documentation and
wanuals, that may be necessary to access the device or to

conducl a forensic examinatien of ii;



h. records of or information about Internst Protocol
addresses used by the device;

i. records of or information about the device's
Intermet activity, including firewall logs, caches, browser
history and cogkies, “bookmarked” or “favorite® web pages,
gearch terms that the user entered into any Internet search
engine, and records of user-typed weh addresses.

3. Az used herein, the terms "records,* *documcnbs,”
"programs,” *applications,” and "materials” include records,
documents, programs, applications, and materials created,
modified, or stored in any form, including in digital form omn
any digital device and any forensic copies thereof.

4. as used herein, the term “digital device” includes any
electronic system or device capable of storing or processing
data in digital form, including central processing unilts;
desktop, laptop, notebook, and tablet computers; persconal
digital asgistants; wircless communication devices, such as
telephone paging devices, beepers, mobile telephones, and smart
phones; digital cameras; peripheral input/output devices, such
ag keyboards, printers, scanners, plotters, monitors, and drives
intended for removable media; related communications devices,
such as modems, routers, cables, and conneclions; storage media,
such as hard disk drives, floppy disks, memory cards, optical
disks, and magnetic tapes used te store digital data (excluding

analog tapes such as VHS); and security devices.



ITI. GSEARCH PROCEDURE FOR DIGITAL DEVICES

5. In searching digital devices or forensic copies
thereof, law enforcement personnel executing this search warrant
will employ the following procedure:

a. Law enforcement personnel or other individuals
assisting law enforcement personnel (Che "search bteam”) will, in
their discretion, either search the digital device(s) on-site or
seize and transport the device(s) to an appropriate law
enforcement laboratory or similar facility ©o ke searched at
that location. The search team shall complete the secarch as
S a5 1s practicable but not Lo exceed 120 days [rom Che date
of execution of the warrant. The government will not search the
digital device(s) bheyond this 120-day period without first
ochtaining an extension of time order from the Courl.

. The search team will conduct the search only by
using search protocole specifically chosen to identify only the
spacific itema to be seized under this warrant.

h i The search team may subject all of the data
contained in esach digital device capable of containing any of
tha item= to be seized to the search protocols to determine
whether the deviece and any data thereon falls within Lhe list of
items to be seized. The search team may also search for and
attenpt Lo redover deleled, "hiddens,”™ or encrypled data Lo
determine, pursuant Lo Lhe search protocgols, whelher Lhe data

falls within the list of items to be seized.



1. The search team may use tools to excluode
normal operating system files and standard third-party software
Lhat do not need to be secarched.

il The search team may use forensic examination
and searching tools, such as “EnCase" and “FTK" (Forensic Tool
Kit), which tools may use hashing and other sophisticated
techniques,

o, 1f the search team, while searching a digital
device, encounters immedialely apparent contraband or other
evidence of a crime outside the scope of the ilems to be seized,
the team shall immediately discontinue its secarch of that device
pending further order of the Court and shall make and retain
notes detailing how the contraband or other evidence of a crime
was encountered, including how it was immediately apparent
contraband or evidence of a crime.

d. If the search determines that a digital device
does not contain any data falling within the list of items Lo be
seized, the govermment will, as socon as is practicable, return
the device and delete or destroy all forensic copies thereot.

2. If the secarch determines that a digital device
does contain data falling within the list of items Lo be seized,
the government may make and retain copies of such data, and may
access such dala at any time.

¥, If the search determines that a digital device is
(1} itself an item to be seized and/or (2] contains data falling
within .thF! list of items to be seized, the government may retain

forensic copiea of the digital deviece but may not access data



falling outside Lhe scope of the items to be geized (after the
time for searching the device has expired) absent further court
aorder.

£ - The govermment may retain a digital device itself
until further order of the Court or one yvear after the
conclusion of the criminal investigation or case [(whichever is
latest), omnly if the device is determined Lo be an
instrumentality of an offense under investigation or the
government, within 14 days following the time period aulhorized
by the Court for completing the scarch, obhlaing an order from
the Court authorizing retention of the deviee (or while an
application for such an order is pending). Otherwise, the
governmenl musk return the device.

h. After the completicn of the search of the digital
devices, Lhe government shall not access digital dala Ealling
Joutside the scope of the ikems to be seized absent further order
of the Court.

E. In order to asearch for data capable of being read or
interpreted by a digital device, law enforcement personnel are
authorized Lo seize the following items:

N Any digital device capabhle of being used to
commit, further or store evidence of the offense(s) listed
above;

k. Ay equipment usod Lo [acililale Lhe
transmission, crecation, display, encoding, or storage of digital

data:



C Any magnetic, electromic, or optical storage
device capable of storing digital data;

d. Any documentation, operating logs, or refersnce
manuals regarding the operation of the digital device or
software used in Lhe digital device;

e Any applications, utility programs, compilers,
interpreters, or other software used to facilitate direct or
indirect communication with the digital device;

Frd Any physical keys, encryption deviees, dengles,
or similar physical items that are necessary to gain access to
the digital device or data stored on the digital device; and

. Any pasawords, password files, Lesk keys,
encryption codes, or other information necessary Lo access the
digital device or data stored omn the digital device.

Xz During the execution of this search warrant, the law
enforcement personne] are authorized to depress the fingerprints
and/er thumbprints of any perscm, who is located at the SUBJECT
FEEMIEEE during Lhe execubion of the search and who is
reasonably believed by law enforcement to be a user of a
fingerprint sensor-snabled device that is located at Lhe SUBJRECT
PREMISEES and falls within the scope of the warrant, onto the
Lingerprint zensor of the device (only when the device has such
a sensor} in order to gain access to Lhe contents of any such
devioe .

a. The special procedures ralating to digital devices
found in this warrant govern only the search of digital devices

pursuant to the authority conferred by this warrant and do not



apply Lo any search of digital devices pursuant to any other
court order.

3. FROCEDURE FOR PATIENT REQUESTSE FOE MEDICAL RECORDS

1d. The followling procedurcs will be followed in order to
minimize disruption to the legitimate medical needs of patients-
A patient whose medical informalion has been seized pursuant to
this search warrant may reguesl Lhal a copy of that agized
information be returned to the patient. These requasts must be
in writing and shall be submitted te Diverzion Iovestigator
Stephanie A. Kolb, Drug Enforcement EﬂminthIaEinn, 1900 Rast
First Street, Santa Ana, California 52701. Requests may alsc he
faxed to (714) 647-4971 or emailed to
Stephanie.a.kolb@usde]j.gov. The governmen! must provide to the
patient making the request a copy of any medical intormation it
has regarding the patient within 48 hours ({excluding weekends

and holidays) of receiving the reguest.



AFFIDAVIT
I, Stephanie Kolb, being duly sworn, declare and slale as
Follows:

1. INTREODMICTION

1. I am presenlly employed as a Diversion Invesligator
("D1*) for the United States Drug Enforcement Administration
("DEA") and have been so employed since 2012. I am currently
assigned to the Los Angeles Field Division, TaclLical Diversion
Squad ("ID5"), which is tasked solely with the investigation of
the illegal trafficking of pharmaceutical controlled substances,

2. Euri;g the course of my employvoenl, I received
approximately thirteen weeks of instruction in the investigation
of controlled substance registrants (including doctors,
physician assistants, and nurse practitiocners) and major
narcotics traflflickera at the DEA Academy in Quantico, Virginia.
I received additional Lraining at Quantico in asset forfeiture
and money laundering investigations.

& I have specialized training and experience in
narcotics trafficking, conspiracy, and distribution
investigations, specifically including pharmaceutical conlrolled
substances investigations. I have participated in all aaspects
of drug investigations, including the use of confidential
sources and undercover officers, electronie surveillance, the
execution of search and arrest warrants, investigative
interviews, and the analysis of seized records, physical
avidence, and taped conversalions. Over the course of my

employment as a DI, I have been the case agent or lead

Instrumentality Protocol



investigator on several federal investigations that have
specifically involved the illegal trafficking of pharmaceutical
controlled substances by medical doctors, physician assistants,
snd nurse practitioners, and I have participuated in-multiple
ether investigations thabt involved the illegal diversion of
pharmaceut:ical controlled substances. I have spoken on numcrous
occasions with pharmacists, physicians, DIs, Medical Board
investicators, paticuals, and other witnesses having extensive
knowledge of pharmaccuticals regarding the methods and practices
of individuals trafficking in or divertiang pharmaceutical
controlled substances.

4. Through wny investigations, my training and expexience,
and my conversations wilh other law enforcement persannel, 1
huave become familiar with the tactics and methods used by
trallickers to smuggle and safeguard pharmaceutical controlled
substances, to distributc and divert. pharmaceutical wontrolled
substances, and to collect and launder the procceds £rom the
salc eof controlled substances. Further, I am aware of the
tactics and methods cmployed by pharmaccutical trafficking
organizationg and individuals to thwart investigation of their
illegal activities.

S. 1 huve participated in the federal prosecution of
physicians, physician assistants, and pharmacists. During the
course of trial, I have testified koth to specific knowledgc ef
the case and my knowledge obtaincd Lhrough training and

expericace.
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B . The facts set forth in this affidavit are based upon
my persconal observations, my training and experience, and
information cbtained from olbher agenks and witnesses. This
affidavit is intended to show merely Lhat there is sufficient
probable cause for the requested warrant and does not purport to
set forth all of my knowledge of or investigation into this
matter. Unless specilically indicaled otherwige, all
conversations and statements described in this affidavit are
related in substance and in part only.

IX. FURPOSE OF AFFIDAVIT

T This affidawvit is made in support of an application
for search warrants to search the following locations
(collecbively the “SUBJECT PREMISES®) and to seize evidence,
fruits, and instrumentalities of wviglation of 21 U.8.C. §§ 8458,
84471 ddistribution of controlled substances, possession of
controlled substances with intent to distribute, and related
congpiracy); 18 U.§5.C. § 1349 (conspiracy to commit health care
fraud); and 18 U.5.C. 5% 1395&(a), (h) (money laundering and
related consplracy) :

il SUBJECT PREMISES-1: Tnited hharmacy Inc. .,
(“UHITED*) , locdaked at 112% South Robertson Boulewvard, Los
Angeles, California 20035. SUBJECT PREMISES-1 is the business
location for THITED, as further described in this affidavit and
in Attachment A-1;

b. SUBJECT PREMISES-2: a residence located ab 702
Foothill Road, Beverly Hills, California 90210. SUBJECT

PEESMISES-2 12 the residence of Farid Pourmocrady (“POURMOERDY™ )

Instrumentalikby Proboocol



Pharmacist in Charge and Owner of UNTTED as further described in
thie affidavit and in Attachment A-32;

e SUBJECT PREEMISES-3: 338 South Glendora Avenus,
West. Covina, CR 317%0. SUBJECT PREMLISES-3 is the office
location of Dr. Forest Tennant (“TENNANTT), as further described
in this affidavit and in Attachment A-3:

d. SUBJECT PREMISES-4: 336 1,/2 South Glendora
hvenue, West Covina, CA 91790. SUBJECT PREMISES-4 is a second
office location of TEWNNANT as further described in this
affidavit and in Attachment A-4; and

14t e

3 EUBJECT FEEMISBES-5: z residence located at 2475
Aspen Village Way, West Covina, Califormia 917591. SUBJECT
PREMISES-2 is TEMMANT s residence, as further described in this
affidavit and in Attachment A-5,

8. The SUBJECT PREMISES are more specifically described
in Attachments A-1, A-2, A-3, A-4, and A-5 to the scarch warrant
application, which are incorporated as though fully selL forth
herecin. The items to be seized from Lhe SUBJECT PREMISES are
geet forth in Attachment B to the search warranl application,
which is alsc incorporated as though fully set forth herein.

9. The facts set forth in this affidavil are based on my
personal cbservations, my training and experience, and
information ocbtained from varicus law enforcement personnel and
witnesses. This affidavit is intended merely to show that there
is sufficient probkable cause for Lhe requested warrant and does
not purport to set forth all of my knowledge of the

investigation inte this matter. Unless specifically indicated

Imstrumental ity Protocaol



otherwise, z2ll conversations and statements described in this
affidavit are related in substance and in part only. The
instant application for search warrants is specifically
requested by Benjamin E. Barron, an Assistant United States
Attorney for the United States Attorney's Office for the Central
District of California, who is an "attorney for the government”
as that term is defined and used in Federal Rules of Criminal
Procedure 1{k} (1] (B} and 41(b}.

IXI. SUMMARY OF IWNVESTIGATION

10. This investigation was initiated in approximately
February 2015 and currently targets a drug trafficking
~arganization (*DTO") involving a pharmacy (UNITED) and multiple
physicians whose prescriptions are filled at UNITED, focusing in
particular on TENNANT. Specifically, investigators beliewve that
UNITED, TENNANT, oand various medical practitioners are profiting
from the illieit diversion of controlled substances, including
the powerful narcotic fentanyl, which are prescribed and
digpensed other than for a legitimate medical purpose. The
evidence discussed herein includea analysis of multiple data
sete regarding the prescribing, ordering, and billing patterns
of UNITED and/or TENNANT; opinions from three separate experts
gbout red [lags of diversion and fraud reflected in the data as
to both UNITED and TENMANT; witness interviews; surveillances
conducted by investigators; summaries of financial records
obLained during the investigation: and records of a pricr
criminal conviction and related medical board adjudicaticn

against TENNAMT for submitting fraudulent billings to Medi-Cal.
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Based on the evidence developed in this investigation, T submit
Lhat there is probable cause to believe the following:

a. The crimes perpetrated by Lhe DTO include the
sale of powerful prescription narcotics such as oxycodone and
fentanyl, along with other dangerous and addictive controlled
drugas often soughl in combination with narcotice, based on
invalid prescriptions issued by pracLilioners including TENNANT.
For example, I submit that expert review of Medicare data along
with beneficiary interviews independently demonstrate probable
cause that TEMNANT prescribed fentanyl drugs to non-cancer
patients, even though the drugs prescribed are for use in
Ereatment of breakihrough cancer pain.

b. UNITED has been submitting millions of dollars in
fraudulent Medicare prescription drug claims, namely, claims for
the cost of filling invalid narcotic prescriptions, including
those issvued by TENMANT.

i Moreover, bolh UNITED and TENMANT are implicated
in a large-scale federal investigation in the District of
Massachusetts, which recently resulted in the igsuance of a
federal indictment against persons including the executives of a
company manufacturing the fentanyl product Subsye. As set forth
below, the grand jury's findings include, among other things,
that the delendants would engineer fraudulent insurance claims
for Subsys (misleadingly make it appear as though the drugs were
preseribed for bhreakthrongh cancer pain), and that they would
pay kickbacks to medical practitioners in the guise of purported

"speaker fees.” Hecords obtained by the investigators in that

Inslrumentality Protocol



case show that UHITED was among the top purchasers of Subsys
nationwide, that TEHMHANT was paid such “speaker feess¥ for
presentations at leocations including an expensive steakhouse,
and that the owner and pharmacist in charge of UNITED
(POUEMOEATY) attended such purported speaking events.

IV. EBACEGROUND RECGAEDTINGE PROBABLE CAOSE

11. Based on oy Lraining and experience, I know the
following abocut the drugs relevant to the investigation im this
Case:

a. Fentanvl iz a generic name for a narcotic
analgesic classified under federal law as a Schedule I
controlled substance, also commonly known by the brand names
EBstral, Fentora, Ecotig, and Subsys. Fentanvl is formulated in
several strengths between Z00mo2g and 1eddnog per dosage unit.
Fentanyl, when legally prescribed for a legitimate medical
purpase, is typically used for breakthrough pain in end atage
cancer patients. The Actig lozenges or "pops” and fentanyl
patches are the most sought after on the black market and can go
for 5100 per patch. A fentanvl prescription is generally lssued
Ior a mxdest number of dosage units to be taken over a short
pericd of time. Fentanyl can be habit-forming and is a commonly
abused conlrolled substance Lhal is often diverted from
legitimate medical channels.

b oxveodone [(brand name OxyContin, Percocet,
Roxicodone) ia a generic name for a narcobic analgesic
classified under federal Jlaw as a Schedule II narcotic

controlled substance. Oxyocodone, when legally prescribed [for a
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legitimate medical purpose, is typically used for the relief of
moderate to severe pain. Oxycodone is somelimes referred to as
»gynthetic heroin® or *hillkilly heroin,* and the effects,
addiction, and chemical composition of ocoycodone are extremely
similar to heroin. Mn oxycodone prescriplion is gencrally
issued for a modest number of pills to be taken over a short
pericd of time because of the potential for addiction.
OxyContin is a time-released formulation available in several
strengths between 10mg and 80mg per tablet, designed for
absorption into the system over the course of 10 to 12 hours.
OxyContin was approved for use in 1996, and, by 2001, OxyContin
was the largest grossaing opiate pain reliever in the United
States. 1n 2010, because of public pressure, Lhe manufacturer
reformulated OxyContin to make it more difficult to snort,
smoke, or otherwise abuse, and changed the markings on the pill
from *00" to "0P* to differenliate Lhe newer Camper-proot
version. HRoxicodone iz an imnediale-release formulation
available in Smg, 15mg, and 30mg tablels. Because of the
immediate-release component, the pctenLial for overdosse and
death with Roxicodone i= exponentially higher than OxyContin,
even though individual tablets generally contain less of the
narcobtic substance. Oxycodone in either formulation is
extremely addictive and is a commonly abused conlrolled
subsLance Lhal is diverted from legitimate medical channels.
Oxycodone typically has a street value of 510 to $15 per 30m)

tablet in the greater Los Angeles area.
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[ Hydrocodone (Vicodin, Norco, and Lorlab) is a
generic name for a nmarcotic analgesic classified under federal
law as a Schedule IT marcotic drug controlled substance;
hydrocodone was elevated from a Schedule ITII to Schedule IT drug
in October 2014. Hydroocodone, when legally prescribed for a
legitimate medical purpose, is typirally used for the relief of
mild Lo moderate pain, Accordingly, Lhe prescription is
generally [or a modest number of pills Lo be Laken over a short
period of time. Hydrocodone is formulated in combinations of &
to 10mg of hydrocodone and 325 to 750mg of acetaminophen.
Hydrocodone can be addictive and is a commonly abused controlled
gubstance thal is diverted from legitimate medical channels.
Hydrocodone Lypically has a street value of 53 per 10mg tablet
in the greater Los Angeles area.

d. Individuals on the black market - both drug
addicts and drug traffickers - often seek to abuse or sall
narcotics such as Lhose listed above in combination wiLh drugs
including benzodiazepinea and muscle relaxants. Examples of
benzodiazepines include alprazclam {brand name Xanax), diazepam
(brand name Valium], and clonazepam (brand name Klonopin), each
of which are Schedule IV drugs, intended primarily for use in
Lrealmant of conditions such as anxiety or insomnia. The
primary muecle relaxant sought on Lhe black market is
carisoprodal {(Soma), also a Schedule IV drug primﬁrily used for
treatment of physiclogical conditions such ag muscle sSpasms.
While those drugs arc addiclive and dangerous even taken alone,

the combination of a narcotic with a benzodiazepine and/for a
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miscle relaxant magnifics Che danger of Lhe overall cocktail,
and is known among law enforcement Lo be a major red tlag ot
111licil diversion by medical practitioconers such as doctors
prescribing and/or pharmacisltls dispensing such cocktaila. 2
cocktail of all three categories of drugs (a marcotic,
benzodiazepine, and muscle relaxant) is commonly referred to on
the black market as the “holy trinity* and ia among the most
sought-after prescription drug cocktails by addicts and dealers.
12. Based on my Lraining and experience, I know that the
distributicn of controllaed substances mist meet certain federal
rules and regulations. Specifically, I know the following:

a. 21 U.5.C. § 812 eslablishes schedules for
controlled substances Lthal present a potential for asbuse and the
likelihood that sbuse of the drug could lead to physical or
'psychﬂlngical dependence . Such conbtrolled substances are listed
in Schedule I through Schedule V depending on the lewvel of
potential for abuse, the current medical use, and the level of
possible physical depeondence. Conolrolled subsbance
pharmaceuticals are lisbled in Schedules II through V because
they are drugs for which there is a substantial poltential for
abuse and addiction. There are other drugs available only by
prescription but not clasaified as controlled substances. Title
21 of tha Code of Federal Regulationa, Part 1308, provides
further listings of ascheduled drugs.

B. Pursuant teo 21 U.5.C. § B22, controlled
substances may only be prescribed, dispensed, or distributed by
persons registered with the Attorney General of the United
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States to do =0 (with some exceptions, such as delivery
pereons) . The Attorney General has delegated Lo the DER
authority to register such persons.

iy Under 21 U.5.C. § B2Z(L}, DEA registered medical
practitioners (including pharmacies, sec 21 U.5.C. § B02(21))
mist be specifically authorized bo handle controlled subetances
in any jurisdiction in which Lhey engage in medical practice.

d. 21 C.F.R. § 1305.04 sclLs forth the regquirements
for a valid prescription. It provides that for a “prescription
for a controlled substance Lo be effecbive [it] must be issued
for a legilimate medical purpose by an individual practitioner
acting in the usual course of his protessional practice. The
responsibility for the proper prescribing and dispensing of
controlled substances is upon the prescribing practitioner, but
a correspomnding responsibility rests with the pharmacist who
tills the prescription.* (Fmphases added.)

5 21 C.F.E. & 1306.05 sets forth the manner of
ismsuance of prescriptions. 1t states that “[a]ll prescriptions
for controlled substances shall be dated as of, and signed omn,
the day when issued and shall bear the full name and address ol
the patient, the drug name, strength, dozages form, gquantity
presoribed, direclions for use and the name, address, and
registration ouwnber of Lhe pracbitioner . ”

£ 21 C.F.BE. § 1206.12 governs the issuance of
multiple prescriptions and states: "“hn individual practitioner

may issue multiple prescriptions authoriming the patient to

11
Instrumentality Profocol



reccive a total of up to a %0-day supply of a Schedule IT
conlrolled substance provided the following conditions are met:

i. Each separate prescription is issued for a
legitimate medical purpose by an individual practitioner acting
in the usual course of professicnal Fractice:

ii. The individual practitioner provides written
inetructions on cach prescription {other than the first
prescription, if the prescribing practitioner intends for that
prescription to be filled immediately) indicating the earliest
date on which a pharmacy may £i1l each prescriplion;

iii. The individual practitioner concludes that
providing the patient with multiple prescriptions in Lhis manner
does not create an undue risk of diversion or abuse;

iv. The issuance of multiple prescriptions as
described in this section is parmissible under ihc applicable
statc laws; and

V. The individual practitioner compliesz fully
with all other applicable requirements as well as any additional
requirements under state law.”

q- California Heallh and Safety Code § 11172 sLales:
"Ho person shall antedate or postdate a prescription.

h. 21 U.5.C. & 841(a) {1) makes il an offense for A1y
person to knowingly and intentionally distribute or dispanse a
controlled substance except as authorized by law. Distribution
of a scheduled controlled substance in violalion of 21 U.2.C.
¥ 841(a) (1} (often referred to as "diversion®) by a medical
doctor ocours when a medical dootor knowingly and intentionally
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preseribes a controlled substance, knowing the druge were
controlled, for a purpose other than a legitimate mediqal
purpase and outside of “the usual course of professicnal
practice.” See United S5tates v. Mooro, 423 U.S. 122, 124 (1975}
{"We . . . hold that registered physicians can be prosecuted
under 2F 1TT.5.0C. & 841 when their activities fall outside the
uzual course of professional practice.”); see also United States
v. Feingold, 454 F.3d 1001, 1008 {(3Lh Cir. 200&8) (*[T]lo coovicl
a practitioner under § 841 (a), the government must prove
{1) that the practitioner distributed controlled substances,
{2) that the distribution of those contreolled substances was
oulside the usual course of professional practice and without a
legitimate medical purpose, and (3) that the practitioner acted
with intent to distribute the drugs and with intent to
distribute them cutaide the coursee of professional practice.”).

13. The Medical Board of Califormia tormally adopted a
policy slalement enlitled *Prescribing Contraolled Substances for
Pain.* Tha Medical Board’'s guideliner for prescribing a
controlled substance for pain state that the practitioner must
oblLain a medical history and conduct a2 physical examination.
Such hiatory and exam include an assessment of the pain and
physical and psychological function; substance abuse history:
prior pain treatment; assessment of underlying or coexisting
diseases and conditions; and documentation of the presence of a
recorded indication for the use of a controlled substancoe.

14. California Business and Professions Code, Seclion
2242({a}, states that there must be a logical connection bebween
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Lhe medical diagnosis and the controlled substance prescribed:
"Prascribing, dispensing, or furnishing dangerous drugs

without an appropriate prior examination and a medical
indication, constitutes unprofessional conduct.” A practitioner
musL make "an honest effort to prescribe for a patient’s
condition in accordance with the standard of medical practice
generally recogpizsed and accepbed in the counbtry.®  Unoited
States v, Hayves, 794 F.2d 1348, 1351 {3th Cir. 20086).

15. As noted above, the drugs implicated in this case
include fentanyl, including in particular a form of fentanyl
epray marketed under the brand name Subsys. From my training
and experience, I know that fentanyl i=s the most powerful
narcobic available on the prescription market, and is
approximately 50 times more powerful than hercin. The class of
fentanyl particularly relevant in thia investigation, including
Subsys, 15 commonly referred to as TIRF drugs (transmucosal
immediate-release [fentanyl). TIRF medicines are used to manage
breakthrough pain in adults with cancer who are routinely taking

other opicid pain medicines around-the-clock for pain.!

=]

B o avoid the rigk of misuse, abuse, and addiction
asmsociated with TIRF drugs, in December 2011, the United States
Food and Drug Administration approved a Hisk Evaluation and
Mitigation Strategy (“REMSY) for such drugs, commonly referred

to as the TIEF REEMS or TIEF EEMS Access program. EBEMS requires

providers be registered with the program in order Lo prescribe

Lowww . fda gov/Drugs/DrogSalely/Informat ionbwDrugClass S
ucm282110 _htm (reviewed Oct. 18, 2017).
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TIRF medications out patient. Patients must sign a patient
prescriber agreement form before they can be prescribed any TIRF
druge. REMS requires enrollment of prescribers and pharmacies
handling TIRF drugs and mandates specialized Lraining on
handling TIRF druge. MAccording to the REMS program, "TIRF
medicines are indicated only for the management of breakthrough
pain in adult cancer patients”. In addition, TIRF medications
can only be dispensed by enrolled pharmacies. The pharmacy must
designate a representative to complete the REMS enrollment by
reviewing the education program and completing a knowledge
assesament form.

b. Az discussed below, I submit that the evidence
demcnatrates probable cause that UNITED and TENNANT were
distributing TIRF drugs in violation of Lhe REMS program.

. STATEMENT OF DEOBABLE (CAUSE

A. Background on Targets of Tnvestigation

1 B8 UHITED and POURMORADY

16. I have investigated UNITED's federal controlled drug
registration with DER and state licensing records with Lhe
California State Board of Pharmacy ("CSBOP*), based on which I
know the following:

a. On April 1, 2003, TUMITED was issued a retail
pharmacy license by the CSBOP, listbing POUBMORADY as the
Pharmacy’s pharmacist-in-charge; DPOURMORADY iz a licensed
DPharmacist. UNITED is a relail pharmacy with a current pharmacy

license in Lhe SBtate of California (license mimber O 46362,
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anﬁ wilh a listed place of business of SUBJECT FREMISES-1 (1129
g Robertson Boulevard, Los hngeles, California)l.

b. UNITED has a currenl DEA registration number
(BUB256403) . Registration number BUS256403 was renewed on Epril
1, 2015, and expires aon May 31, 2018. UNITED's DEM records also
show that SUBJECT PREMISES-1 is ite registered address.

17. On October 4, 2017, I gqueried Thompson Reuters CLEAR,
a public records database, and cbserved that SUBJECT PREMTIES-_2
is POUHMORADY's residence. POURMORADY maintaine the Property
deed and property taxes f[or SUBJECT PREMISES-2.

12. Records from the office of the California Secretary of
State show that United Pharmacy, Inc. was created by POURMOBRADY
in February 2003, with a listed addreas of SUBJECT PREMISES-1.
POURMORADY is identified in filings as recent as September 2016
ae the presidenl of the company and iz the listad agent for
gervice of process for Lhe business.

13. Investigators have conducted surveillances at both
SUBJECT PREEMIZSES-1 and SUBJECT PREEMISES-2 during the
investigaticn. On October 24 and 25, 2017, DEA Spaecial Agents
{("8he”) and Task Force Officers [*TFOs" ) have sesn POURMORALIY
travel between SUBJECT PREMISES-1 and SUBJECT PREMISES-Z: for
example, investigalors have observed POURMORADY leave SUBJECT
PREMISES-2 and enter his car on the driveway, and Lhey have
observed him use a key to access SUBJECT PREMISES-1. Based on
recent surveillance at SUBJECT PREMISES-1, including as recently

as October 25, 2017, I know that UNITED continues to operate at
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that leocation, and that individuals ccontinue to coter and exit
UMITED in a manner consistent with customer activily.
2. TENNANT
20. I have investigabted TEMHANT s regislrabion and
licensing records with DER and the Medical Board of California
and have learned Lhe [ollowing:

a. TENEANT iz a medical doctor with a current
medical license in the State of California (license number
G22141). TENNANT's medical license lists a specialty in Pain
Managomenl and Board Cerliflicalion in Public Health and General
Provenbive Medicine., According to the website ftor the Medical
Board of California, Lthe address of record associaled wikh
TENMANT = medical license is SUBJECT PREMISES-5 (1744 Aspen
Village Way, Weslk Covinpa, CA 31751) .

b TENHANMT oblained his medical degree in 1966 L[rom
the University of Kansas, School of Medicine, and his mediecal
license on March 22, 1972.

2. TENKANT = California Medical License is lisled as
“*License Renewed and Currcnt* and expires on January 31, 20159.
According to the Medical Board of California website, *License
Renewed and Currenl” means Lhal the "Licenses meels reguirements
[or the practice of medicine in California.”

21. TEMMANT has a currenk DEA registration number:
AT2866222. A DEA registration number is reguired for ordering,

atoring, administering, and/or dispensing controlled subetances.?

* 0mn October 4, 2017, I reviewed the ARCOS system for
recordas of orders by TEHHNANT. In the past year, TENMAHT has not
ordered any scheduled controlled substance tracked by BRCOS.
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AT2866222 was renewed on May 5, 2016, and expires on May 31,
2019. TENNANT's registration i= currently listed as "Active
Pending,” which means that TENNANT is currently under review/
investigation (connected to this investigation). TENNANT
maintains thia registration at SUBJECT PREMISES-3 (338 South
Flendora Boulevard, West Covina, California).

2. SUBJECT PEEMIEES-3, onc of TEMHANT = offices, i=s
located at 338 South Glendora Ave, West Covina, CA. A =ign
located above the clinic states "Veract, Tnc.* According to
records from Lhe office of the California Secretary of -State,
TENNANT 15 the Chief Executive Officer of the corporation
Veract, Inc., which was created in July 1983.

23. BSUEJECT FEEMIZES-4, ancther of TENHANT s offices, is
located at 336 1/2 South Glendora Ave, West Covina, CA. A sign
located above Che office entrance states "TENNANT FOUNDATION,™
According to records from the oflice of the California Secretary
of State, TEMMAMNT is the Chief Execubtive O0fficer of the business
Tennant lFoundation, which was created in September 1991,

24. SUBJECT PREMISES-5 is TEMHNANT's residence in Wesk
Covina, California. On October 4, 2017, T queried Thompson
Heuters CLEAE [or records related to TEMHAHT, and chserved from
the records that EUBJECT FEEMISES-5 iz TEMHANT = currTent
residence.  TENNANT maintains the property deed and property
taxes for both SUBJECT PREMISES-3 and SUBJECT PREMISES-4.

25, Ilovestigators have conducked surveillances at SUBJECT
PEEMISEE=-3, EUBJECT FPEEMISES-4, and SUBJECT PREMIZES-S during
the investigation. To provide one notable example, on OcLober
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30, 2017, DEA 545 witnessed TENHANT leave SUBJECT PREMISES-3 and
travel to SUBJECT FREMISES-4. TENHANT later left that location
with patient file= in his possession, and he drove to Hamilton
Steakhouse in Covina, Jalifornia. TENHAMT sat at =2 bar at ths
sleakhouse, and agents witnessed TENNANT writing in the patient
filesa while =eated at the bar. Later that svening, TENNANT left
the steakhouwse and was [ollowed Lo SUBJECT PREMISES-5.

26. Bank records ocbtained during the investigation for
both the business and perseonal accounts belonging to TENNANT
likewise show SUBJECT PREMISES-3 as the business address and
SUBJECT FREMESIS=5 as his home address. In addition, records
for TEHHANT' = cellular telephons show SUBJECT FREMISES-Z as the
billing address. A DMV record for TENNANT's driver’'s licensa
also lists SUBJECT PREMISES-3 as TENNANT' s address.

27. 0On March 14, 2001, the California Department of
Justice filed an Accusalicon {("Lhe Aocusalion”) againsl TEMMANT
regarding his state medical licensure, charging TEMMANT with
three causes of discipline: dishomesty, insurance fraund, and
baving sustained a criminal conviction. In a Stipulated
ScLilemenlt and Disciplinary Order signed by TENMANT on June 14,
2001, TEHAWT asserted that he "“admits the truth and sach and
every charge and allegation” in the Accusation and agreed to he
éuhject to a dieciplinary order against his medical licenee.
The stipulated discipline included, among other thing=s, a four-
year term of probation and TENNANT's enrcllment in an ethics
oMirse.  On August 24, 2001, the MEC, Divisicon of Medical
oualitcy, entered an order adopting the stipulated disciplinary
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arder. From my review of the Accusation, I learned Lhe
following, among other things:

a. on Scptember 25, 2000, TENNANT pled nolo
contendere in California Superior Court for the County of
Sacramento to a charge of viclating California Penal Code
Section 500(a) {7) (knowingly making false or fraudulent claims
for payment of a health care benefit); the plea was to a
misdemeancr offense, as a result of which a charge of vioclating
Californmia Penal Code Section 487 (grand Lheft) was dismissed.
As part of the plea disposition, TENNANT agreed, among other
things, to stop submitting billings to the Medi-Cal program, to
pay $Ep,ﬂﬂﬂ in restitution to the California Department of
Health, and to submit to a three-year term of formal probation.

b. TEMHANT submitted fraudulent Medi-Cal billings
while perving as executive director of varicus methadone
clinics. Specifically, TRENNANT was the owner of a business
(Community Health Projects Medical Group (“CHPMG™)) thal
cperated 29 methadone drug rehabilitation cliniecs in California.
The Ahccusation states that, as director of the eclinics, TENHANT
“devieged a system of double billing for detox anﬁ [oulpatient
methadone maintenance] patients,” resulting in fraudulent
billings totaling 5$18,135. The Accusation cites specific
conduct by TENNANT during Lhe course of executing this scheme.
For example, that TEMMANT wrole a manual for CHPME staff to use
during the course of business relating to fee-for-service
billings to Madi-Cal, including directing staff “to use certain
diagnesis when certain procedures weare done” and directing staff
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“*to assign the procedure code for office visits based upon the
guantity of notes the physician or nurse practitioner writes.”
TENNANT would review income and expense statements [rom each
clinic and would send comments that included “Not enough
treatment under the Medi-Cal program,® and "not enough medical
treatment of addicts with Medi-Cal.”

28. From researching TENNANT s background via the
Internel, I know that: Tm 1997, the yvear after OxyContin was
intreduced Lo the market (which I know from my training and
experience marked the beginning of what eventually became the
national opioid epidemic), TEMNANT sponsored the *"Pain Palient’s
Bill of Rights™ in the Btate of California, which called for
expanding Lhe use of opiate drugs for medical treatment of pain.3
Additionally, I know that TENHANT has published on topics
including pain medicine and opiocida, such as an article in 200%
arguing for using “ullra-high opipid do=ses® for certain patients
with severe chronie pain_ 4

B. Initliation of Investigation

25%. In February 2015, the DEA initiated the investigation
in this case after receiving information from the DEA Fresno
Resident Office that Dr. Emestina Saxton ("SAXTON*) was writing
large guantities of controlled substance prescoriptions Lo

patients located in Los Angeles. While SAXTON iz a Medi-Cal

i Bee "Bill to Ease Access Co Drugs for Pain Gains,® July
16, 1997, articles. latimes. com/1957/jul /16/news/mn-13133.

1 Zee www.practicalpainmanagensnl . com/Lreatments S
pharmacological fopioids/patients-who-require. ultra-high-opicid-
dosestpage=0,1
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provider, patients are required to see a provider within their
area network. Tnvestigators also lcarned thal SAXTON was
responsible for prescription billing te Medi-Cal (53,152,033 in
pharmacy prescription drug claims from January 1, 2010 to
January 1, 201i4), the majority of which were controlled
substance prescriptions filled at UMITED [(owver 52 millicom). A
review of recent Medi-Cal data showed that claime for SAKTON =
prescriptions have more than doubled in Lhe lasl Lwo years
(53,285,448 from January 1, 2015 to October 19, 2017).

30. The husband of one of Saxlon's patients was
interviewed by investigators in May 2015. He stated that his
wife had overdosed multiple times from the controlled substances
prescribed by Saxten. He stated that his wife pald cash for
affice wisits with Saxton, but the medications that SANTON
prescribed were covered by insurance. The husband stated that
Saxton communicated with patients via text messages to schedule
appointments a couple days before SARXTON s arrival to Los
Angeles. Il stated that the location for the appointments
change each time. All of the prescriptions were being filled by
ONITED and mailed to the patients. ARocording to data the Slale
of California's Controlled Substance Ukilization Review and

Evaluation System {"CURES")},% Saxlton also has patiente liwving in

5 CURES ie California‘s Controlled Substance Utilization
Review and Bvaluation System. 1t is a database which contains
almosat one hundred million records and includes informalion
about the drug dispensed, drug gquantity and strength, patient
name, address, prescriber name, and authorizabtion number,
including DEA nunber or presceriplion nwober. Calilornia doctore
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Fresno and out-of-state that fill prescriptions at TUNITED,
including a Fresno-patient who filled 13 prescriptions for
tentanyl products belween February and July 2017, a patient
residing in Arizona who filled 56 prescriptions for ocxyocodone
and the benzodiazepine lorazepam betwesen August 2014 and June
2017, and similar enlries [or patients residing in Hevada,
Oregon, and New Mexico.

31. In November 2011, investigators from the Califormia
Department of Health Care Services (*DHCS") interviewed S3AXTON
in connection wilh an investigation into SAXTON's bhilling
activities. SAXTON stated that her patients came from different
areas of California and from other states because she is a
specialist in headaches and migraines, and that her patients
nesded Lhe gquantilLies of controlled substances she was
.prescribing: al the time of the interview, SANTON'= primary
medical practice was located in Ios Angeles, California. SAXTON
also stated that she had an agreement with UNITED regarding the
dispensing of controlled substances she prescribed to patients;
SAYXTON provided documchtaticon of this agreement to the
investigators. DEA registration records show that SAXTON moved
to the Fresno area shorlly after the interview, while CURES data
show that she continued to prescribe to LOs Angeles patients
thereafter (including, from CURES data that 1 reviewed, as

recently as October 28, 2017).

and pharmacies are required to report to Lhe California
Department of Justice, within sewven days, every schedule 11, I[11
and IV drug prescription that is written.

23
Instrumentalilty Protocol



32. CURES data for TNITED, for the time period August 1,
2014 through July 31, 2017, reflects that UNITED filled 4,151
presceriplions for controlled drugs issued by SAXTON, including
as recenlly as July 31, 2017. From reviewing the CURES data, 1
obsexrved mulbtiple red flags of diversion, such as a large wvolume
of entries showing patients simultaneously receiving cocktails
of narcotics with benzodiazepines including in the most recent
data {July 2017) .

33. In February 2017, the California Deparbment of Justice
filed an adminiestrative accusatiohn against SAXTON's 1icense,
charging SAXTON with, among other things, improperly prescribing
controlled drugs including narcotics, behnzodiazepines, and the
muscle relaxant Soma. (Azs noted above, this iz Lhe “trinity”
cocktall that is highly scought-after by addicts and dealers.)
The state action remaine pending.

g, In April 2015, DEA investigators witnessed a patient
enter UNLITED pharmacy and then exit with a white bag later
ldentified as containing oxycodone. The investigators then
witnessed a sale (hand-to-hand transactien) ol Lhe bag by the
patient cutside UNITED. A traffic stop was conducted by Los
Angeles Police Department (“LAPD") on the individual that
purchased the oxyccdone, later identified as G.P. When the
officers searched the vehicle, they found 26 tablete of
oxycodone in the white paper bag, which was found in the front
seat. G.P. ldentified A.L. as Lhe indiwvidual he purchased the

i6 oxycodone tablets from outside TINITED. A review of CURES
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showed A.L. received 84 tablets of 40mg oxycodone from a doctor
with initials §.5. and filled the prescription at UNITED.

o CORES and ARCOS Data Regarding UNITED

35. CURES data for UNITED shows that the pharmacy
dispensed approximately 380, 000 dosage units of fentanyl belween
ABugusat 1, 2014 and July 31, 2017, over approximately 1,091
prescriptions. In addition, UNITED dispensed over cne million
dosage units of oxycodone over the same time peried, with over
400,000 dosage units for 30mg oxycodone. T know thal 30mg
oxycodone - as noled, the maximum strength available for short-
acting oxycodone - is the most sought-after form of oxycodone
currently on the black market.® Similarly, UNITED dispensed over
690,000 dosage units of hydrocodone over the same time period,
wilth owver &0 percent of the dosage unite the maximum strenglh
10omg hyvdrocodone.,

3. The CURES data shows Lhal THITED filled 1,516
prescriptions for Schedule II controlled substance, totaling
approximately 204,815 dosage units dispensed, Lo cul-of-state
patients. These out-of-state patients received mullLiple opiate
and benzodiazepine prescriptions, some of which include, 79,673
dosage unils of Fentanyl, of which 21,030 were for masximum
strength 1€00moyg Subsys spray, and 26,074 dosage units of 30mg

oxyoadone

¢ Tn long acting forms, such as the brand name drag
OxyContin, oxycodone comes in strenglhs as high as 80
milligrams. However, BO0mg OxyConltin is no longer preferred by
addicts because of a change in formulation in around 2010 that
made the pills more difficult to crush and abuse.
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B: A review of CURES shows multiple *red flags”
based on my training and experience, including: (1) Patients
recelving the “trinity” cocktails (opiate, benzodiazepine, and
muacle relaxant); (2) patients residing at the same address, yet
each receiving high volumes of commonly abused controlled drugs
including narcotics; (3) tamily members (as reflected by shared
last name and place of residence) likewise receiving the same or
similar commonly abused drugs; and (4) the geographic distance
between TNITED and a large volume of patients receiving commonly
abused drugs.

3. Investigalors also reviewed Automated Reports and
Consolidated Orders System (“ARCOS*) data for UNITED's wholesale
transaction orders for the period of January 1, 2014 through
June 30, 2017.7 From the data, I ohserved that a large voluma of
the pharmacy’s orders were for maximum strength narcotics: of
the 5,224,291 total dosage units of drugs reported to ARCOS,
approximately 1,459,115 dosage unils were for 30 mg oxycodone,
10 my hydrocodone, 1600 meg Fentanyl lozenges, 100 mcg Fentanyl
Patches, and 10 mg methadone. Specifically, the pharmacy
ordered 451,600 dosage unils 30 mg of oxycodone, 539,875 dosage
unite of 10 mg hydrocodone, 92,135 Fentanyl Lozenges and

Patches, and 372,600 dosage units of 10 mg methadone.

T ARCOS is an automated drug reporting system thal monitors
the flow of certain controlled substances from Lheir point of
manufaclture through commercial distribution channels to point of
sale or distribution at the dispensing/retail level. The drugs
tracked by ARCOS include all Schedule 11 drugs and all Schedule
IIT opiates.
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37. A review of ARCOS and CURES has been pertormed for
records from August 1, 2017 Lhrough November 1, 2017. All
records show the pattern of ordering and dispensing has
continued to date.

. Expert Review of UNITED's Controlled Drug Records

3E. I reviewad a report related to UNITED prepared by
pharmacist Carmen Catizone ("Dr. Catizone®), dated April 24,
2017, Dr. Catizone is Lhe Executive Director of the Watiomal
Association of Boards of Pharmacy (*NABP"), a porition that he
has held for approximately 30 years. Dr. Catizone graduated
from the UThiversily of Illinois at Chicago, College of Pharmacy,
with a BEachelor of Science degree in pharmacy and a Master of
Science degres in pharmacdy administrabion. Dr. Cabizones 18 a
registered pharmacist and has an Honorary Doctor of Pharmacy
from the Oklahoma State Board of Pharmacy. In additiom to his
leadership role at NABP, Dr. Catizone has pracliced as a
registered pharmacist in community, hospital, and institutional
settings throughout his career, and Dr. Catizone has served as
an expert witness on pharmacy practice and prescription drug
diversion in at least 16 cases nalionwids belwsen September 2006
and May Z015.

35. Dr. Catizone's report was based on ARCOS and CURES
data for UMITED for January 1, 2014 through December 31, 2016.
In his report, Dr. Catizone concluded: “Based upon my education,
training, and experience in the practice and regqulation of
pharmacy, it ia my opinion that [UNITED] willingly and knowingly
engaged in illegal activities outside the scope of pharmacy
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practice. Those activities viglated state and federal laws and
regulations governing the practice of pharmacy_*

40. Dr. Catizone’'s opinicn was supported by multiple
findings, including:

a. UNITED wae purchasing “an cxcessively high number
of controlled substances, particularly Schedule IT controlled
substances, when placed in comparison teo the average quantities
purchased and dispensed by similar pharﬁuules."

b UNITED dispensed dangerous combinations of drugs
to patients, including "a combination of controlled substances

Lhat serve no legitimate medical purpose and are well
documented in Lhe medical literature as life threatening and
further identified as drugs of abuse. In fackt, there are
specific warnings in the medical literature and known to
pharmacists, about the use of these drugs individually or in
concomitantly.® For example, Dr. Catizone observed Lhal
narcotics werce also dispensed in combination with buprenorphine
hydrochloride. This drug “is used to treat hnarcotic (opiate)
addiction and must be dispensed with extreme caution. Taking
buprenorphine hydrochloride with other opiates can result in
death. . . . The prescribing of these drugs concomitantly posed
a signitficant danger to the individual and should have alerted
[INITED] to concerns with the legilimacy of the prescriptions
and prescribers.”

s Dr. Catizone also observed that the pharmacy was
filling prescriptions "Lo individuals from prescribers located
in different states than the patient and pharmacy.” Moreover,
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contrelled substances were dispensed "to individuals with
addresses gecographically distanced from the pharmacy. In
multiple instances, patienl’s address were approximately 10-20
miles from the pharmacy and in a city or region that listed
multiple pharmacies, sometimes as many as twenty or more, in
closer proximity Lo Lhe patient’s address. In these instances,
the prescribers’ office addressss were also geographically
distanced from the patient’'s and pharmacy’s addresses.*

E. THITED' e Medigare Claims and Ralatad Expert Rewview

41. A review of billing data provided by the Medicare
Prescription Drug Integrity Contractor (*MEDICY)?® regarding
Medicare Part D claims submilled by UNITED from January 2014
through October 27, 2016, and data from the One Program
Integrity® ["OnePI”) Business Objecte database for claims
submitted by UNITED from January 1, 2014 to October 27, 2016.
The review was conducted by Dr. Jodi Sullivan, Pharm.D., C.Ph.,
a MEDIC =senior pharmacist.!® Based on my review of the report

produced by Dr. Sullivan, I know Lhe [ollowing:

i MEDIC provides services including assisbling in identifying
traud and abuse in Medicare prescripbtion claims based on
analysis of billing data.

? For purposes of this Affidavit, OnePl claims data obbtained
by law enforcemecnt should be considersed as an investigative
tool, and an indication of the Lypes and asmpounts of claims
billed by UNLTEL PHARMACY, but not necessarily representative of
final claims data, which may be subject to change based on
various factors.

W From a review of her CV, Dr. Sullivan‘s qualifications
include, among other things, the following. Dr. Sullivan
recelved a Docdtorate of Pharmacy wikh high Honors in 1%%5 from
the University of Florida College of Pharmacy. She has served
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a. In total, there werc dpproximately 31,109
Prescription drug claims submitted by UN1TED, for approXximately
1,560 Medicare bencficiaries, for o total of approximatoly
F18,050,385 in paid elaims,

b. Dr. sullivan cbazerved bhat UNITED submitted more
billings for opioid agonlists (the clagsgification of drugs that
includes narcotics relevanl to this investigation, such as
coxycodone, fentanyl, and hydrocodone) than for any other drug
subclass . Rolably, UNITED submitted &, 794 claims for thosze
drugs, compared to 1,777 claims for the next highest drug
subclass (hydrocodone combinaticons) . In Lotal, four of the top
Bix subclasses billed by UNITED were canirolled drugs, while the
other Lwo conlain hoth controlled and non-contrelled substances,
In total, UNITED submitted 15, 993 claims for those six
eubclasses of drugs, accounting for 51.4% of alj drug claims.
Dr. Sullivan concluded, “Tt is neot consiatenl with usual
commnity pharmacy practice o have the top classes coneist of
controllaed substanoes - Dr. Sullivan noted Lhat the twﬁ drugs
that are the "usual Lop classzes by volume for Medicars
[prescription drug] patientse (“proton pump inhibitors® and “HMG
Coh reductase inhibitors*) accounted for only 4.5% of UNITED’ 5

claims.

A% an expert for Medicare-related breacription drug
investigatiens, bolh internally and externally for law
enforcement, since 2014, and her duties alsno include conducting
auditg of prescription drug claims for fraud, waste, and abuse.
Prior to Lhat time, Dr. Sulliwvan served in variousg caparitias
including as Airactor of pharmacy for a hospital, cliniecal
pharmacist for cvg Caremark, and elinical services
manager/clinical account manager for a Prescription drug benefit
mEnagement: compary .

20
Instrumentality Protoca]



(s Similarly, Dr. Sullivan obhserved that 17 of the
top 20 drugs billed by the pharmacy were for controlled
substances, and that all 20 of the drugs are associated with
pain managemnent . Moreowver, Dr. Sulliwvan observed a *trend” in
the claims dala "Lowards high dispensing of opioids that are
more poLent, more commonly assoclated with abuse, or Lhe highest
available dose strength of a given opicid.” For example, 81% of
all eclaims for hydrocodone/acetaminophen was for mascimum
strength of 10 mg, and 84% of all methadone and methadose claims
were likewise tor 10 mg, “the highest dose strenglh available
[or dispensing through a retail pharmacy.”

d. Dr. Sullivan alsao addressed claims submitted by
UNITED for fentanyl drugs, specifically TIRF drugs, which
accounted [or 978 claims submitted by UNITED resulting in
approxXimately $12.7 million in Medicare payments, of which 30
claims were for out-ol-zLlale pabients.

e, Dr. Sullivan cbserved that "[t]he TIRF drugs
dispensing does not appear to be in accordance with principles
of the REMS prougram.” For example, a=s Dr. Sullivan cbhserved,
*“411 pharmacy slLaff are required to be trained through the TIRF
REME access program, which states that all TIRF medications are
indicated only for the management of breakthrough pain in adult
pialients with cancer. In addition, the enrollment form for
culpalient pharmacies aﬁvises that the initial starting dose for
all patients is the lowest dose, unless the individual labels
provide product-specific conversion recommendations. TIRF drugs
have a maximum <-f four doses per day.”™
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i. In opining that UNITED appears to have
violated the REMS program, Dr. Sullivan observed the following,
among other things:

(1) Dr. Sullivan cbhserved that a large
wvalume of the claims for TIRF drugs submitted by UNITED were at
the highest or near-highest strenglth available. For example, of
213 claims for Fentora tablets, 40% were [or Lhe highest dose
atrength. Similarly, UNHITED submitted 581 claims for Subsys
spray, averaging 5.3 sprays per day.

(ITI) Similarly, ™[o]lfl Lhe Lop 10 prescribers
of TIEF drugs asscociated with United Pharmaoy, only two
prescribers are associated with hospice or cancer treatment by
gepecialty, ¥ accounting for 638 of the pharmacy’'s TIRF claims.

£. Dr. Sullivan also addressed Che volume of claims
submitted by UNITED for out-of-state patients and prescribers:

i. Dr. Sullivan cbserved that UNITED submitted
851 prescription drug claims for 66 Medicare beneficiaries with
an address outside of the state of California. The &6
beneficiaries were associated to 24 different states within the
United States and two beneficiaries with an address outside of
the United States. The total Medicare Part D amount paid for
the beneficiaries wilth an address oubside of Lhe state of
California was 31,.570,317.2%. Approximately 92% of these
payments were for controlled drug claims: specifically, UNITED
submitted 586 claimsa for controlled drugs to oub-of-state
patients, accounting for £$1,538,958_30 in total amounte paid.
Dr. Sullivan investigated whethear UNITED held any out-of-astate
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pharmacy licensure, and could not locate any license held by
UMITED in any of the above 24 stalbes.

1i. The Medicare data aleo showed that THTTED
submitted 463 prescription drug claims tor prescriptiona issued
bv 68 total prescribers with practices outside of California, in
27 separate slales. The tolLal billing amount for these
preseribers was $95,468.10, approximately 75% of which
(571, 962.22) were [or controlled drug claims.

iii. Dr. Sullivan concluded, "It appears that
United FPharmacy was shipping prescriptions to states where it
did not have appropriale pharmacy licensure. The total paid
amount and PDE record volume associaled wilh Lhe oul of state
PDE records 15 not consistent with incidental provision of
services to traveling beneficiaries. In addition, the majority
of the PDE records associated wilbh oul of slale prescribers and
benaficiaries were controlled substances. It is not consistent
with usual pharmacy community retail practice to ship controlled
substances Lo other states withoul appropriale licensures (e.g. a
mall order pharmacy) . -1

q. Finally, Dr. Sullivan also reviewed TUNITED' =

claims data for some of Lhe Lop prescribers.

i. Regarding TENNANT, Dr. Sullivan ohserved

that UNITED submitted 3189 prescription drug claims= totaling

11 A5 Dr. Sullivan noted, PDEs reflect the beneficiary or
prescriber’s addreas at the time the data is pulled, not the
historical locatiom at the time the bhilling was submitted.
Bazmed omn the wvolume of claims for out-of-state patlents, and on
the other facte cited in this affidavit, T pubmit that any such
discrepancies would not materially impact a finding of probable
cause.
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approximately $2,018,652 in paymentsa. Significantly, TENNANT
was the top prescriber ot Subsys for UNITED, with %6 claims
totaling $1,584,603 in payments (accounting for S58% of all
paymencs received by TNITED for THENMANT prescriptione), for five
unigue beneficiaries. Dr. Sullivan observed thal Lwo of the
beneficiaries resided in California, while Lhe other three
resided in, respectively, Georgia, Hawaii, and Washington.
Overall, TEMMNANT prescriptiona accounted for 154 claims
submitted by UNITED for beneficiaries residing outside of
California, all of which were for controlled drugs. BRased on
these findings, Dr. Sullivan concluded, “the association of Lr.
Tennant with United Pharmacy may warrant further investigation.”
ii. Regarding the top prescriber by amount paid,
M.5., UNITED received approximately $4 million based om 109
prescription drug claims, all of which were for Schedule IT
narcotics and approximately halt for TIRF drugs. Dr. Sullivan
aobserved that M.5.’'s practice location is located approximately
ane hour away from UNITED. Dr. Sulliwvan observed Lhat the
distance may be explained by M.S.'s area of speecially (including
hospice/palliative care), although some of the Schedule IT drugs
for which UNITED asubmitted billings are "not consistent with
hospice care or internal medicine.” Dr. Sullivan noted that her
*finding may warrant turther investigation into [M_.8.] and his

association with Tmited Pharmacy.<12

2 Dr. Sullivan also addreased two practitioners for whom
UNITED submitted Lhe largest number of prescription drug claims,
and concluded thal because they operated pain practices in
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b. Dr. Bullivan ullimately concluded that UNITED' =
claims were "inconsistent with a community retail pharmacy.”
While the claims were consistent with a pharmacy specializing in
pain management, Dr. Sullivan summarized the areas of concern
that she addressed in her repork. “The dispensing of products
to states outside of California without appropriate stale
licensure is nol consistent with a legitimate pharmacy
specializing in conltrolled substances. In additiom, there
appears to be a trend of high dose strengths, high quantities,
and high proportions of more abusable opicid analgesics being
dispensed from Lhis pharmacy.” Moreover, Dr. Sullivan noted
that *“doses of TIRF drugs are on average higher than maxinmum
daily doses and are often for the highest dose strengths.”

J5h hecordingly, “[t]hese findings combined
etrongly indicate the polential for fraudulent activity by
United Pharmacy. The potential intrastate shipping of controlled
substances without appropriate sLate pharmacy licensures
etrongly warrants further investigation.®

F. CUORES Data for Tenmant and Relabed Expert Bewview

42. 1 have reviewed CURES data for drugs prescribed by
TENNANT, for rthe approximate time peried of Rugust 2014 te July
2016. My review of the data shows what I recognize to be red

flags reflecting the illicit divergion of controlled substances.

relatively close proximity (1.1 miles) away from the pharmacy,
the claims “appear[ed] consistent with usual pain management and
pharmacy practice.” UNITED submitted 2,B16 claims regarding
those two prescribers, for $343,000 in paymenls.

35
Tnatrumentality Protocol



= For example, of the approximately 597
prescriptions for hydrocodone in tablet form, approximately &5%
(509 prescriptions) were for maximue slrength 10-mg hydrocodeone.
The remainder was predominately for high potency 7.5-mg
hvdroocodones .

L. I alsc observed thal TEMMANT was prescribing
large wolumes of benzodiazepines. For example, the CURES data
reflects 3162 total entries for alprazolam. Notably, nearly half
ot these prescriptions (171) are for 2-mg alprazolam, the
maximum strength tablet of the drug available at retail
pharmacies, which I know is a drug that even psychiatrists will
not ordinarily prescribe for cutpatient treatment. Similarly,
of the 561 entries for diazepam, approximately 72% (507
prescriptions) are for maximum strength 10-mg. To the best of
my knowledge, TENNANT has no advertised specialty in psychiatry;
I recognixe large volumes of benzodiazepines presceribed by a
non-psychiatric specialist, particularly when prescribed in
combinations with narcotics, as a major red [lag of illicit
diversion. The CUKES data also shows 493 entries for the
carisoprodaol {(Soma), 100% of those entries are at maximum
strength 350-mg.

c. I observed repeaked entries throughout the CURES
data of patients simultancously [illing TENNANT prescriptions
For dangerous combinations, such as combinatione of narcotics
with benzodiazepines and/or Soma.

43. BAs part of thie investigation, . Timothy Munzing
reviewed CURES data for the time period of June 22, 2016 through
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September 19, 2019, reflecting 3,775 total prescriptions written
Lo 183 unigue patients. Dr. Munzing received his medical degrees
from UCLA School of Medicine in 15EZ. He has served as a
medical expert consultant for the Medical Board of California
gince 2004 and as a medical expert consultant for the DEA =ince
2014. During that Cime, Dr. Munzing has fGtMﬂliy reviewed and
provided opinicns in more than 100 cases, <of which more Chan V0%
have dealt in soms capaclty with prescripticms of opioid and
other controlled medications. Dr. Munzing has taught and/or
lectured staff phvsicians, students, and medical residents on
gquidelines and appropriate practice in opicid prescribing. Ur.
Munzing has nearly 30 vears of clinical experience as a family
physician with the Southern Califormia Permanente Medical Group
(Kaiser Permanente] in Santa fna, California, during which time
he served as a physician leader responsible for reviewing the
quality of care given to patiente and as a family medicine
residency program Director teaching medicine to thousands of
residents and medical students. Dr. Munzing also holda an
appointment as a clinical professor at University of California
lrvine Schoel of medicine. Ur. Munzing is board certified in
family medicine and iz a mewmber of Che Bmerican Painm Society and
Lhe Bmerican Academy of Integrative Pain Medicine. In 1ts
summer 2017 izsue, the peer-reviewed Permanente Joarnal
published an article anthored by Dr. Munging titled, *Physician
Guide to Appropriate Opioid Prescribing in Noncancer Fain.*

. Dr. Munzimg produced a wrillen report dated
October 13, 2017, documenting his [indings. In conducting his
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review, Dr. Munzing salected 20 patienta for *more detailed”
review in his written fﬁpnrt "hased on potential significant
areas of concern as far as the prescribing patterns jdentified-
from his roeview of the CURES data. HNowever, Dr. Munzing noted
that *"most of Lhe patients on the CURES database have similar
findings and could have been chosen,” and that the 20 patients
selected "represent only a small fraction of the total patients
with very suspicious prescribing patterns.® As to those 20
patients, Dr. Munzing concluded that "“all have many extremely
concerning findings"™ reflecting “prescribing patterns [that] arc
highly suspicicus for medication abuse and/or diversiom."

b. The "non-exhaustive® "arsas of concern* cited by
Dr. Munzing include tha following:

i. Dr. Munzing observed that TENANNT was

writing "extremely high numbers of pills/tablets* at a time.
Dr. Munzing likewise poled Lhe dangerous cocktzils that the

patients were recelving, including "multiple opicids/controlled

substances concurrently. This increases the risgk of cverdoss
and/or death.® HNotably, of the 20 patients =elected by Dr.
Munzing, eighl were receiving the “holy trinity* cocktail (a
narcobtic, benzodiazepine, and muscle relaxant). Dr. Munzing
also cbserved that "many patients are receiving injectable
opioids, hormonesa, etc.,” which iz *highly irregular.”

ii. Dr. Munzing addressed the morphine

equivalency dosing (*MED") for the narcotic prescriptions
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written by TRENNANT.!* According Lo Dr. Munzing‘s report, the
risk of overdose death increascs cnce a cocktail reaches an MED
of 50-100 mg/day. By comparison, Dr. Munzing concluded thal
“hany or most patients® reflecled in TENNANT' 5 CURES data “had
levels far over those thresholds, including all 20 patients
selected. Some had levels at 1,000 mg/day or even as high as
over 1,000 mg/day - extremely high and at high rizk of overdese
and death._*

iii. Dr. Munzing noted that "many patients arc
Lraveling long distances to sce Dr. Tennant, some as far away as
Maryland and Louisiana. Others ara coming from between 100 Lo
00 miles. *

44. TUltimately, Dr. Munzing stated that "it is not
possible to give a final comclusive opinion* regarding the
legaliLy of the brescriptions in the CURES data, absent review
of further evidence. Accordingly, investigators will Llikely
obtain an updated opinien from Lr. Munzing based on the evidence
developed from the execution of the requested scarch warrants,
such as patient files. However, Dr. Munzing cocneluded “hased on
the findings, and my extensive cxperience reviewing such cases,
I [ind to a very high level of certainty that alter review of
Lhe madical records, once cbtained if they exist, that Dr.

Tennant failed Lo mest the reguirements in pPrescribing these

3 MED is a means of calculating the potency of narcotic (s)
prescribed to a patient. Far example, if a patient is
prescribed a cocktail of mulbiple narcotics (e.g., oxycodone,
hydrocodone, and fentanyl), the potency ol each drug is
converted Lo the approximately equivalent milligram strength of
morphine, Lhus allowing practitioners and reviewers to aggregate
and compare the total dosage of narcotics prescribed.

39
Instrumentality Protoool

ﬁ



dangerous medicaticns. These prescribing patterns are highly
suspicious for medicaticn abuse and/or diversion. If the
patients are actually using all of the medications prescribed,
they are al very high risk for addicbtion, overdose, and deatch.”

= 1 Expert Review of Medicare ("laims Regarding TENHANT

45. In addition to producing a repork regarding her review
of TTHITED's Medicare Claims, Dr. Sullivan also produced a
separale review regarding Medicare Part D claims for
prascriptions issued by TENNANT (i.e., including those submitted
by pharmacies other than UNITED). Dr. Sullivan’'s report was
based on her review of 5,837 prescription drug claims for 37
unigque beneficiaries, for the Cime pericod of January 2014 to
Oobober 2016.  From her review, Dr. Sullivan ooncluded, amonmg
other things: “In summary, the overall impression of Dr.
Tennant s prescribing iz high opicid analgesic prescribing with
guestionable practices and combinations that are likely to bhe
harmful To patients.”

46. Dr. Sullivan's findings include, among other things,
Lhe following:

a. Approximately 44% of all prescription drug claims

(2,577) ware for beneficiarics with an address outside the State
of California; in total, TENMANT prescribed to 45 patients
residing in 25 different states. Similarly, 1,716 claims were
submitted by a pharmacy outside of California, in 16 different
states. Dr. Sullivan ohserved again that, while the PDE data
reflects where heneficiaries live at the btime the data is run,
*the level of prescribing to out of state beneficiaries appoars
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such that it would not be explained by beneficiaries moving to
other states.* " Dr. Sullivan stated that *a telemedicine
registration” may be obtained for prescribers “i[ they
demonstrate a legilimate need for the special registration and
Are registered in the state in which the patient is lacated when
recaeiving the telemedicineg Ereatment,” but that “"[E]lrom reviaw
of state license sites where Dr. Tennanl is associated with
hcﬂeficiaries, there are ne current state licenses faor pr.
Tennant outside of California

b. Dr. Bullivan noted that 144 of the PDREs were for
TIRF drugs, of which 108 PDEs were for dosaes greataer than four
per day; the RVErage dose guantity per day was 8.8, more than
doubled thal threshold. Moreover, the TIRF claims ingluded g9g
claime for Subs 5, of which £3 were at M&cc L miam Strength, and 45
wera for Fentanyl lozenges, all of which were for al maximum or
second-highest strength. Dr. Sullivan reviewed Medicare records
for seven patients for whom Lhe TIRF claims were submitted, and
noted that three of them had no diagnosis of cancer on record
with Medicare (although Dr. Sullivan noted Lhat Medicare
dlagnosis records are not Necesgarily completa) .

i Dr. Sullivan noted a “trend- in TENMANT'S
"prescribing combinations of drugs that are consistent with
‘pill mill- prescribing practices and are considered high risk
prescribing,” such as:

g Dr. Sullivan focused in parLicular on
combinakions narcotics, benzodiazepines, atimulants, and/for
carisoprodel, noting Lhat “patients were commonly given two or
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three categories of drugs together,* including cocktails of
opioida with carisoprodol or benzodiazepines (i.e., as noted,
the “trinity"”) .

d. Dr. Sullivan also nobted the larges volumss of
benzodiazepines prescribed by TENNANT, including her chservation
of a "trend . . . of prescribing for the highesl strength of a
given henzodiazepine.”

47. Dr. Sullivan also reviewsd Lhe Open Payments Database
for recordas of compensation received by TENMANWT.1? The database
reflects that, in the years 2013 through 2015, TEMHANT recelved
£127,451 .39 in payments from pharmaceutical companies, broken up
batween several categories including "gifc,* *“consulting feea,”
“serving as faculty or speaker al venue other than a continuing
education program,® "education* and food/travel reimbursements.
Motably, 99.5% of these payments (5126, 844.34) were from INSYS
Therapeutics, Inc., the manufacturer of the TIRF drug Subsys.
Dr. Sullivan noted that Subsys accounted for 57.6% of total paid
amountz for the TEMNANT Medicare records that she reviewsd. Dr.
fullivan concluded, *The association of Dr. Tennant with
significant payments from Insys FPharmaceuticals, in light of his
significant prescribing of Subsys, may indicate fraudulent
activity specific to this drug in particular.® Dr. Sullivan

also noted that 58.4% of the Medicare payments that she reviewed

1 mgometimes, doctors and hospitals have financial
relationships with health care manufacturing companies. Open
Payments is the federally run transparency program Lhat collects
information about these financial relationships and makes it
available to [the public]l. These relationships can involve
money for rescarch activities, gifts, speaking fees, meals, or
travel " https://openpaymentsdata.cms.gov/about
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were paid To UNITED {$2,018,652.50 based cn 319 FDEs), of which
92% were for conkbrolled substances, 0% of which were for
Schedule IT drugs.

a. As discussed below, multiple executiwves of INSYS
Therapeutics and other persons are currently under federal
indictment in the District of Massachusetts based on a schemre
Lo, among cther things, provide kickback payments to doctors in
the guise of "speaker fees” promoting Subsys.

b. Dr. Sullivan alsoc concluded: "The association
with United Pharmacy, in light of its strong association with
Subsys, may warrant further investigation for potential
relationships belwesn Dr. Tennant and United. Tt i= strongly
recommended Co pursue further investigation of this prescriber.®

H. Interview with medical professional

4B, On May &, 2016, I spocke with a doctor with initials
5.G., who reported Lhal she had information on a per=son
{initials J.M.) that she believed is selling medication
prescribed to him. S5.48. stalbed that she received a call from a
CvS pharmacist stabting that J.M. was attempting te fill an $5.G.
prescription; the pharmacist was inquiring whether 8.G. in fact
wrote the prescription. After looking into the matter further,
5.G. debLermined that he/she did not write the prescription, and
that J.M. was filling a fraudulent prescription issued under
E.G6.'5 name. 2.G. obgerved from checking CURES records that
J.M. had filled prescriptions in 5.G.’'s name previously for
drugs including acetaminophen-codeine phosphate and lorazepam.
In fact, 5.5, had never seen J.M. as a patient, nor had 5E.G.
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ever issued a prescription to J.M., and the prescription was
thus forged. &5.G. stated that she (5.G.) checked the urgent
care and emergency room data base at the hospital she works and
learned that J.M. was never a palient at either location. S8.G.
ocheerved from CURES records that the majority of J.M.
prescriptions were being filled at one pharmacy, UNITEDR.
Moreover, 5.G. learned [rom the CORES inguiry that the volume of
narcotics that J.M. was rcoceiving surpassed what even a patient
guffering severe pain, such as from bone cancer, would
reasonably be expecled Lo receive. T checked CTTRES and
confirmed that J.M. is [illing prescriptions for druga including
hyvdrocodone, oxycodons, morphine, and alprazolam at THITED, and
that J.M. £illed the prescriplions reporled by 8.6 at a CVS.

I. Finmancial Inveatigatiun

49 . THE Special Rgent Todd Hardy ocbtained records from
Bank of America for accounts that arc held in the names of
UHITED or PORMOUBRADY . Hased on S5A Hardy's analvsiz of these
records, T learned the following:

. Begarding an acoount ending in numbers 7553, held
in the name of UNITED, for the time of June 2015 through May
2017, the account received a tokal of 548,%67,166.72 in
deposits. Close Lo all of these deposits came either from third
party insurance providers thal also serve as Medicare pharmacy

benefit managers (e.g., approximately $33 million in total

15 BEA Hardy primarily relied on summaries of bank records
for the accounts provided by DER analysts, which were limited to
transactions aexceeding £1,000. The figures below thus
understate the total money flow to and from the analyzed
accounts.
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deposits from Prism Cardinal and Express Scripts), or from DHCS
for Medi-Cal claims ($2,201,051_.81). The latter amounts closecly
correlate with Lhe Medi-Cal payments made to UNITED for its
prescription drug claims, based on records acquired by a DHCS
investigator: for Lhe time period between August 201% through
August 2017, claims data reflects Medi-Cal paid 52,081,352.30.

i. The total for cash deposits for the 7553
account was 54,354 _45. The total from check deposits from
patients, as ﬂaufifmed with CURES, for this acoount was
$6,306_82. Merchant Services and American Express deposils,
which could account for credit card charges, deposited inteo Lhis
account was $2,144,978_45. A review of CURES during the same
approximate time frame shows approximately 3,810 prescriptions
were dispensed by UNITED and private pay (cash, check, or credit
card) was indicated as the payment type.

ii. 5A Hardy observed that approximately
540,423.376.49 was paid to various pharmaceutical distributors,
with the majority of payments gaing te 0D Smith and McKesson.
ARCOS records for UNITED show that the majority of the reported
Gchedule II and Schedule III drugs are purchased from HD Smith
and McKesson.

b. 8A Hardy alsc reviewed records from Bank of
America personal checking account ending in 7052, held by
POUORMOBADY, for approximately the same time period of June 2015
through May 15, 2017. SA Hardy cbserved $2,980,163.02 in
deporits and $3,098,000 in withdrawals were made during that
periad. The majority of the deposits, 52,194,273.76 were checks
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from UNITED. The $3.098 million in withdrawals {16 Lobtal
withdrawals) during the review period were transfers into a
Vanguard Lax exempt money market account; investigators intend
to subpoena records from this account and thus are not directly
familiar with what occurred te the funds on reaching the
account.*® Aceording to SA Hardy, *The purpose of this account
secms Lo be only a clearing account for money coming in from
UNITED and investments then funnel cut to a Lax exempt money
markst account  *

o Hotably, however, 52 Hardy Cfound a more

TOORMORADY 'y @2

substantial cash inflow into DPEARMOREE-=—- name (7052) than into
the business account for UNITED (7553). Namcly, investigators
have ildentified more than $185,000 in cash deposits into this
account, all of which were under $10,000. The following are
examples of parlicularly large under-510,000 cash deposits into

the acoount:

05/08,/2015 Cash 9,800,000
10/20/2015 Cash 5,700.00
01/08/2016 Cash B,480.00
021372016 Cash 4,400.00
03/19/20186 Cash 7,930,000
04 /02/2018 Cash 7,100.00
04/30/2018 Cash g,200.00
05 /28/2016 Cash B,300.00
06/25/2016 Cash B,400.00
07/ 202016 Cash 5,000.00
gasoz/201e Cash B,300.00

¥ Rz noted above, the DEA summary analysis of the accounts
was limited to transactions exceeding $1,000. However, SA Hardy
reviewed bank statements for this account and verified that,
whila there were additional withdrawals from the account wvia
checlk, nearly all of the funds withdrawn from the account went
to the Vanguard account.
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08/13/2016 Cash 9,920.00

0951752016 Cash 9,200.00
09/24 /2016 fash g,100.00
100472014 Cazh E,250.00
11/05/2016 Cash 7,200_.00
11/15/2018 Cash B, 800,00
120172018 Cazh B,500.00
1z2/29/2016 Caszh B,350.00
01/21/2017 Cash 7.800.00
03/20/2017 Cash 7,.000.00
os/f08/2017 Casgh 8,150.00

Banks have an cbligation to report to the federal government
currency transactions that exceed 510,000. Accordingly, from my
Lraining and experience, and SA Hardy's, I know that corrupt
medical practikbicners and other drug traffickers often
"structure” cash transactione involving criminal proceeds, such
as by taking a large pot of such proceeds excecding 510,000 and
breaking it up into smaller under-3510,000 deposits for Lhe
purpose of preventing banks from reporting the transactions.
Based on the pattern seat forth ahove (including both the number
of large, under-%510,000 depaoeits and the relatively low number
of deposits overall), SR Hardy believes that POURMORADY is
spreading structured cash deposits into accounts that have nol
vet been discovered by investigators, such as nominal accounts
in third party names; both from SA Hardy’'s Lraining and
experience, and from mine, 1 know that this is a common tactic
used by corrupt medical professiocnals and drug traffickers to
conceal criminal proceeds.

d. In any ewvent, I believe that the cash deposited

inte POURMORADY' s perscnal account are proceeds from UNITED,
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which POURMORADY is attempting to keep oubt of the business‘s
account for the purpose of concealing the nature and source of
the proceeds. My belief that the deposited cash represent
UNITED proceeds is corrohorated by checks that were deposited
inte POURMORADY'=s account: from my own review af the bank
records, 1 cbserved at least 24 multiple checks for which the
payvor is someone whom I know from CURES data was filling
controlled drug prescriptioms at UNITED. I know that using
neninal accounts (i.e., accounts held other than in the medical
business’s name) to conceal proceeds is a common method of
laundering funds, including in the context of prescription drug
diversion by medical practitioners. Moreover, I also know of al
least one recent .case in which a corrupt medical practitioner
used the same tactic of placing criminal cash proceeds into his
personal account for the purpose of concealment. PFollowing a
recent jury trial in this district against Dr. Andrew Sun that
resulited in hig conviction of illegally prescribing narcotics
and other controlled druge, the jury also convicted Dr. Sun of
laundering criminal cash proceeds from the prescriptions by
placing them in a personal rather than business account; the
Ninth Circuit affirmed the laundering convictions on appeal 17
G0. SA Hardy also reviewed a perscnal Citibank credit card

account held by POURMORADY. The account showed multiple charges

1T Inikted States v. Andrew Sun, 673 Fed. Appx. 72%, 7331 {%th
Cir. 2016} (holding thal evidence presented at trial supported
the jury's finding that *Sun deposited the illegal cash proceeds
from his medical practice into his personal bank account, rather
than his personal account, with the purpose “to conceal ox

disguise the nature [or] ... the aource” of the procecds), cert
denied, --- 5. Ct, ---, 2017 WL 26819880 {(Ock. 2, 2017).
45
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for shipping from the United States Postal Scrvice. These
credit card bills are paid by UNITED from the business account
ending in 7553. Information obtained during the investigation
shows that a large portion of the pPrescriptione being filled by
UNITED are being shipped to the patients.

d. Overlap with Insys Criminal Investigation

51. In December 2016, the CEO and other executives and
employees of INSYS Therapeutics Inc. were indicted Ey a grand
jury in the Distriet of Massachusetts on chargeas of
racketeering, mail fraud, wire fraud, and related conspiracy.

United States v. Michael L. Babich, et al_, 16-CR-10343. 1In

summary, the grand jury’s findings include Lhat the Congplracy
started arcound March 2012 when Insys Therapeubics began
marketing a new Fentanyl spray product called Subsys; as noted
above, Subsys is a TIRF drug intended to be used in treating
breakthrough cancer pain, for which practitioners prescribing or
dispensing the drug must participate in the TIRF REMS program
mandating, among other things, specialized training.

2. | know Lhe following from my communications with
investigators in Lhe INSYS investigation and from review of the
60-page indictment setting forth evidence developed during the
investigalion:

A The indictment charges that the CONSplirators
"sought to profit by devising and fostering a acheme to hribe
praclilicners who were licensed Lo practice in various statas,
many of whom ran pain clinics. In exchange for those bribes and
kickbacks, the practitioners wrote large numbers of Fentanyl
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Spray prescriptions, mﬂst.ﬂftcn for patients who did not hawve
cancer. The bribkes and kickbacka took different forms, but were
most frequently disguised as teeg the Company paild the
practitioners for markelting eventa.” The grand jury’'s findings
further inglude that the “potential for profits generated by the
bribes could not be fully realized unless insurers authorized
payment. Accordingly, [the conspirators] created and fostered a
scheme tTo mislead insurers, and the agents of insurers, inlo
authorizing payment for the Fentanyl Spray.” such as by “lying
about patient diagnoses, the type of pain being treated, and the
patient’s oourse of treatment with other medication.®

Ix. Of particular note, the indictment alleges thal
TNSYS provided kKickbacks to physicians in exchange for
prescribing Subsys over other fentanyl products, guised as
"speaker fees” for presenlalions on Subsys. In fact, "Speaker
Program events were often just social gatherings at high-priced
restaurantas that involved no education and no presentation,* and
"salea representatives were Lold to falsify the names of
attendees and their signatures on Company sign-in sheets” to
conceal problems including that the events *frequently did not
have attendecs who were licensed to prescribe Fentanyl Spray.”
For example, in a text measage sent by an INSYS cxeculive ko a
gales represcnltative about the “speaker program” telling the
representative not bto worry about the communication skills of
the practitioner-speakers: "[tlhey do not need to be good
speakers, they need to write a lot of [Fentanyl Spray

prescriptions] .* Similarly, in a September 2012 email, an
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eXeculive emailed a sales representative: “Your local speaker
should be your '‘business partner.' You deo not work for him, nor
does he work for you. You are partners in this endeavor, if
your speaker does not see it Lhis way__. (then it is time Lo
identily another speaker).”

o2 The conspirators alsco hired a "prior
authorization specialist” to "seek prior authorizations directly
from insurers and pharmacy benefit managers on behalf of
patients from select practitiocners based in several localions
around the country.” The indictment charges that the
conspirators would provide false statements in order bto get
these authorizations. For example, they would state the patient
needed the medication for *‘breakthrough pain,® rather than
‘breakthrough cancer pain,’” Lo misleadingly suggest Lhe
patients needed it for breakthrough cancer pain, when many of
the patienls did not have cancer.

d. In the early stages following the introduction of
Subsys to the prescription markel, TUNITED was the number three
top pharmacy purchaser of Subsys nationwide, and UNITED remains
in the top 10. TENNANT was paid, in total, %134,499.72 from
INSYS for purported “speaker fees”, and the majority of Lhe
meetings took place in upscale steak restaurants. INSYS records
show that POURMORADY was in attendance at multiple meelings,
including meetings at SUBJECT PREMISES-1. A communication
obtained by investigators from INSYS stated thal “Dr. Tennant is

switching all of his patients from Actig to SUBSYS so Holly
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[ {apparently the name of an INSYS representative)] regquested
voucher asap while they work on the PR (Pre-Authorization) "\

K. Beneficiary Interviews

1. Beneficiary D.P.

53. MWedicare claims data extracted from OnePI disclosed
from on or about January 16, 2015 through December 11, 2015,
beneficiary D.P. received 13 prescriptiomne for the TIRF drug
Subsvs, which were wrillen by TENHAWMT or TENNAHT = subordinate,
Fenneth Guess Pharm.D., and filled at UNITED. The total cost
paid by Medicare was $126,268.70, which averaged to $9,712.98
per Subsys prescription. The total coet responsihle
(copayments, deductibles, andj/or coinsurance) to D.P. was
approximately 58,755.80.

54, On August 23, 2017, I interviewed D.P. at TD.P.'s
residence, along with Health and Human Services - O0ffice of
Inspector Genesral (“HHS5-0IG") SA Joshua Preuss. The following
is a summary of the interview:

. D.pP. stated that he/she bhas never had cancer.
D.P. alpo stated that he/she did not personally pay the co-pays
or other shared costs shown in his/her Medicare claims data (as
noted above approximalely 58,800) . D.P. would trawvel to
TENNANT's office on a gquarterly basis to receive an evaluation
and prescriptions for drugs including Subsys the following three
months. TEMMANT would send the prescriptions directly to UNITED

and UNITED would deliver the prescriptions to D.P. D.P. used a

18 Investigators received over 310,000 documents obtained
during the INSY¥S investigation that relate to UNITED and/or
TENNANT, only a porticn of which I have reviewed to date.
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company called *PSI* Lo assist in paying the cost (copayments,
coinsurance, and/or deductibles) D.P. was responsible for. D.P.
did not use all of the Subays prescriptions esach month and
“stocked up”™ on the remaining Subsys prescriptiona.

2. Beneficiary G.G.

55. Medicare claime data extracted from CnePI disclosed
trom between March 28, 2014 and February 27, 2016, beneficiary
G.G. received 25 prescriptions for Subsys, the majority of which
wore writlen by TENNANT and tilled at UNTTED. Medicare paid
£526,071.9% for these claims, averaging %21,042.48 per Subsys
prascription. The total cost responsible {copayments,
deductibles, and/or coinsurance) for which G.3. was
_apprﬂximatcly £31,9329.97.

5. On June 5, 2017, HHS-0IG S5& Joshua FPreyss
telephonically interviewed G.G. The ifollowing is a summary of
the interview:

A. TENNANT prescribed G.G. Subsys every 30 days. In
2010, G.G. underwenl a hyslereclomy due to a diagnosis of
ovarian cancer from earlier in 2010. GE.3. has not heen
diagqnosed wilth cancer since the hysterasctomy. G.G. belisved
Subsys was not for cancer, but for pain management. TUNITED
delivered medications to G.G.'a residence, to include Subsys.
Before the medications would be delivered, UNITED's pharmacist
would call G.G. when the medications were ready. Additionally,
F.5 received assistance to help pay for G.G.'2 copayments. G.06.
was only responsible for paving the monthly insurance bill and a
550 cash pavment to TEMHAWNT. Thus, G.6. did oot pay the
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approximately £32,000 in shared costs reflected in his/her
Medicare billing data.

57. On June 15, 2017, SA Preuss and DI Eolb again
interviewed G.G. at G.G.'s residence. The following is a
summary of the interview:

a. TEMHANT referred G.G. to UHITED, beccausc G.G.°5
regular pharmacy would not £ill the prescripbions [or Subsys.
G.3, stated that TEHNHANT had patients from outside of the state
of California because she would have conversations with other
patients in TEMHAENT s waliting room.

VI. ADDITIOMAYT. PROBABLE CARUEE FOR TTEMS TO BE SETZIED

S83. Haged on my training, educaticn, eXxperience, and
discussions with other law enforcement officers, 1 know the

following regarding the common modus operandl of the offences

under investigation in this case, namely, controlled drug
diversion and health care frand committed by medical
practitioners (including both doctors and pharmacists):

8. Such practitioners often keep controlled
auhstances and drugs, records of drug transactions, criminal
proceeds, ledgers of compromised patients and beneficiaries
(i.e., thoae Lo whom invalid prescriplions are issued), and
other records within their businesses and other secure
locations, (i.e., residences, sate deposit boxes, and storage
arcas) , and vehicle=z, and conceal such items from law
enforcement suthorities. The drugs/prescripbions may be
distributed or sold, but documentary records and ledgers remain.
Such records ocften include books, account ledgers, pavments,
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and/or notes and other evidence of financial transactions
relating to cbtaining, transferring, and spending substantial
sums of money which result from engaging in drug trafficking
activities.

b. Such practitioners alszo often retain personal and
business notes, letters, and correspondence relating to theilr
narcotics/prescription orders at their residences, businesses,
safe deposit boxes, in storage areas, and electronically via
digital devices such as cellular Lelephones and computers.

Cs Such practitioners often retain telephone and
address books and appointment books identifying additional
individuale, including patients and patient recruiters, involwed
in drug diversion or health care fraud.

d. Such practitiomers commonly use personal
communication devices and services Lo coordinate and otherwiese
further their criminal acbtivities, such as communications with
criminal associates or palients wia cellular telephone calls or
via cellular text messaging. I am aware of multiple recent
cases in which, on searching cellular telephones of
practitioners, investigators coblLained text messages discussing,
for example, the issuance of prascriplions to patient
recruiters, the per-pill price of marcotics to be sold to drug
traffickers, and coordinating meetings for the purpose of
transferring fraudulent prescriptions from a corrupt physiclan
to a corrupt pharmacy to conceal illicit black markel sales.

a. Surh practitiomers often maintain large amounts

of United States currencoy in their residences and businecsses,

L
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safe deposit boxes, and other storage areas, including to
conceal their criminal activities, to finances their ongoing
illegal ackivities, and [or their personal benefit and expenses.

E: Bdditionally, such practitioners and their
employees, including those involved in healthocare fraud and
prescription drug diversion, routinely maintain patient files,
which will often include notes and/or copies of prescriptioms,
notes of communicalions between pharmacy and doctor to wverify
prascriplions, noles about supporting diagnoses, symptoms, and
examinations, and obkher patient records such as copies of
identificalion and insurance cards. Such records alseo often
inelude the following: medical koard or pharmacy board
documents, contracts and agreements reflecting buainess or
financial arrangements with other medical providers, bank
statements, check regiszsters, financial statemenis, drafts,
billing records, files, journals and ledgers, patient lisls,
invoices, purchase orders, leases, or other rental
documentaticon.

. Relatedly, I know that Califormia Businesas and
Professions Code Section 4081 mandates that pharmacies kesp
records of the sale of dangerous drugs [(including control led
substances) for at least three years, including records
documenting the sale, acquisition, receipt, shipment, or such
druga. I also know that pharmacists and employess often keep
these types of patient records and contrelled substance records
on computers or in other electromic forms, in addition to
keeping hardcopy records. Similarly, I know from Assistant

=1
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United States AtLorney Benjamin R. Barron Lhal caselaw applies a
general presumption that long-term illicit drug businesses and
related conspiracies will continue to operate over extensive
pericds of time. See United States v. Fernandez, 388 F.34 1159
{(gLh Cir. 2004} (*[Tlhias Courl has concluded thal in cases
invelving ongoing narcotics businesses, lapses of several
months—and up to two years in certain circumstances—are not
sufficient to Tender the information in an affidavit too atale
to support probable cause.”) .

h. In summary, I know that such corrupt
practitioners will often keep incriminating avidence not only in
the pharmacy or medical practice locatiomn itself, but also in
other secure locations such as their residence, for which an
inspector or auditor is unlikely to seek or gain access. For
example, I am aware of multiple recent cases involwing search
warrants exeoubed al Lthe residences of corrupt practibioners
{doctors and pharmacists) that resulted in the seizure of
evidence such as bulk currency, pay/owe ledgers, bulk controlled
drugs, controlled drugs bearing labels reflecling Lhal Lhey were
prascribed to a third party, lists of identily theft victims
used to congceal black market divergiom, medical records for such
identity theft victims=, and incriminating commmicationse on
peraonal commimication devices such as with patient recruiters
or black market patient recruiters. T also know from AUSA
Barron that the Winth Circuit applies a general presumption that
individuals engaged in illicit drug trafficking are presumsd to

keep evidence of their activities in Lheir residence. See,
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e.g., United States v. Fannin, 817 F.2d 1379, 1382 (9th Cir.
1987) (*[Blvidence discovered by [] officers linking rhe
defendants to a druy schema provide[s] ‘more than a.suiiicient
showing for cobtaining the warrant to search [their]...
residence. %],

VIT. TRAINING AND EXFERIENCE ON DIGITAL DEVICES

46. Basecd on my training and experience, I know that
doctors routinely store intformation about paticnts on compubters
and other digital devices. Further, wvideco of the multiple CS
undercover visits with UNITED shows UNLTED regularly using his
laptop computer, which is always with him in the exam room.
Accordingly, I seeck aulbority to seize and examine any computers
and electronic storage devices found at the SUBJECT FREMISES,
pursuant to the prolocol set forth in Attachment B.

47. 1 believe Lhal Lhe facts presented in this affidawvik
provide probable cause to believe that UNITED' s medical practice
is permeated with illicit overprescribing. ©n this basis, the
government does not intend Lo use a filter team to review any
digital devices (including any patient files or portions Lhereof
etored on such digital devices) in the executicn of this search
warrant. Based on my training and experience, I am also aware
that DEA is entitled to demand an administrative review of the
medical reeords, including patient files, of a DEA-registered
and DATA-waived practitioner such as UNITED at any time. On
Lhis basis as wall, the government docs nol believe that a

[ilter team i=s needed for the review of digital devices.
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48. As used herein, the term "digital device” includes any
electronic system or device capable of storing or proceasing
data in digital form, including central processing units;
desktop, laptop, notebook, and tablet computers; personal
digital assistants; wirelesg communication devices, such as
Lelephone paging devices, beepers, mobile telephones, and smart
phones; digital cameras; gaming consoles (including Sony
PlayStalions and Microsoft Xboxes): peripheral input/output
devices, such as keyboards, printers, scammers, plotters,
monitors, and drives intended for removable media; related
communications devices, such as modems, routers, cables, and
conmneclions; storage media, such as hard disk drives, floppy
disks, memory cards, optical disks, and magnelic Lapes used to
store digital data (excluding analog tapes such as VHS) ; and
security devices. Based on my knowledge, training, and
experience, as well as information related to me by agenls and
others involved in the torensic examination of digital devices,
I know thal dala in digital form can be stored on a variety of
digital devices and that during the search of a premises it is
not always possible to search digital devices [or digital data
for a number of reascns, including the following:

o= Searching digital devices can be a highly
technical process that requires specific expertise and
specialized eguipment. There are so many types of digital
devices and software programs in use today that it is impossible
to bring to the search sile all of the necessary technical
manuals and specialized equipment necessary to conduct a
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thorough search. Tn addition, it may be necessary to consult
with specially trained personnel who have specific expertise in
the tyvpes of digital devices, operating syvstems, or sofbtware
applicationa that are being searched.

J - Digital data is particularly vulnerable Lo
inadvertent or intenticmal modification or desbtruction.
Gearching digital devieces can require the use of preciss,
acientific procedures that are designed to mainltain the
integrity of digital data and to recover “hidden,” erased,
compressed, encrypted, or password-prolecked data. Bs a result,
a controlled environment, such asz a law enlorcemenk laboratory
or aimilar facility, is essential to conducting a complete and
accurate analysis of data stored on digital devices.

k. The wvolume of data stored on many digital devices
will typically be =0 large that it will be highly impractical to
search for data during the physical search of the premises. A
single megabyte of storage space is the eguivalent of 500
double-spaced pages of text. A single gigabyvte of storage
epace, or 1,000 megabytes, 1 the egquivalent of 500,000 double-
spaced pages of text. Storage devices capable of storing 500 or
more gigabytes are now commonplace. Consequenltly, jusk one
device might contain the egquivalenl of 250 million pages of
data, which, if printed out, would complelely [i11]1 three 357 x
35 x 19" rooms to the oeiling. Further, a 500 gigabyvbe drive
could contain as many as approximately 450 full run movies or

450,000 songs.
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1x Electronic files or remnants of such files can be
recovered months or even years after they have been downloaded
anta a hard drive, deleted, or wiewed wia the Internel.
Electronic files =aved to a hard drive can be stored [or years
with little or no cost. Ewven when such [iles have beeon deleted,
they can be recovered months or yeare later using readily-
available forensics tools. HNormally, when a person deletes a
file on a computer, the data contained in the file does not
actually disappear; rather, that data remains on the hard drive
until it is overwritten by new data. Theretore, deleted files,
or remmants of deleted files, may reside in free space or slack
space, i.e.,, space on a hard driwve that is not allocated to an
active file or that is unused atter a file has been allocated to
a set block of storage space, for long pericds of Lime before
they are overwritten. Tn addition, a compuler’s operating
gystem may alsc keep a record of deleted data in a swap or
recovery file. 8Similarly, [iles that have been viewed on the
Internet are often automatically downloaded into a temporary
directory or cache. The browser typically maintains a fixed
amount of hard drive space devolted to Lhese [iles, and the files
are only overwritten as they are replaced with more recently
_duwnlaaded or viewed content. Thus, the ability to retrieve
residue of an electronic file from a hard drive depends less on
when Lhe file was downloaded or viewed than on a parlicular
user's operating system, storage capacity, and compubter habits.

Recovery of residus of electronic files from a hard drive
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requires specialized tools and a contrelled laboratory
cnvironment. Kecovery alse can require substantial Lime.

m. Although some of the records called for by this
warrant might be found in Lhe form of user-gencralbed documents
{(such as word processing, picture, and movie files), digital
devices can contain other forms of electronic evidence as well,
In particular, records of how a digital device has besen usad,
what it has been used for, who has used it, and who has been
responsible for creating or maintaining records, documents,
programs, applications and materials contained on the digital
devices are, as described further in the attachments, called for
by this warrant. Those records will not always be found in
digital data that is neatly segregable from the hard drive image
as a whole. Digital dala on the hard drive not currently
associated with any file van provide evidence of a file Lhat was
once on Lhe hard drive but has since been deleted or edited, or
of a deleted portion of a file (such a=z a paragraph that has
been deleted from a word Processing file)., virtual memory
pPaging syetems can leave digital data on the hard drive that
show what tasks and processzes on the computer were racent 1y
used. Web browsers, e-mail programs, and chat programs often
store configquration data on the hard drive Lhat can reveal
information such as online nicknames and passwords. Operating
systems can rocord additional data, such as the attachment of
peripherals, Lhe attachment of USE flash storage devices, and
the times the computer was in use. Computer file gysCems can
record dala about the dates files were created and the Segquence
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in which they were oreated. This data can be evidence of a
crime, indicate the identity of the user of the digital device,
2 point toward the existence of evidence in other locations.
Recovery of this dala reguires specialized tools and a
controlled laboratory environment, and also can require
substantial Lime.

i 8 Further, evidence of how a digital device has
been used, what it has been used for, and who has used it, may.
be the absence of particular data on a digital device. For
example, to rebut a claim that the owner of a digital device was
not responsible for a particular use hecause the device was
being controlled remotely by malicious sottware, it may be
necessary to show Lhal walicious software that allows someons
glse to control the digital device remotely is not present on
the digital device. Evidence ol the absence of particular data
oen a digital device is not segregable [rom the digital device.
hMalysis of the digital device as a whole to demonstrate the
absence of particular dala reguires specialized tools and a
controlled laboralory environmenl, and can require auhetantial
time.

O. Digital device users can attempt to conceal data
within digital devieces through a number of methods, including
the use of innocuous or misleading filenames and extensions.
For example, files with the extension ".jpg" often are image
files; however, a user can easily change the extension to ™. txC”
to conceal the image and make it appear that the [file conlains
text. Digital device users can also attempt to conceal data by
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using encryption, which means that a password or device, such as
a *“dongle” or “keycard,” is necessary to decrypt the data into
readable torm. In addition, digital device users c¢an conceal
data within another seemingly unrelated and inmocuouves file in a
process called “steganography.® For example, by using
steganography a digital device user can conceal text in an image
file that. cannotr e viewed when the image file ic opened.
Digital devices way also contain “"boohy traps” that destroy or
alller dala if certain pracedures are not sacrupvlously fol loved.
A subsatantial amount of time is pecessary To extract and sort
through data thaf is concezled, encrypted, or subject to booby
Lraps, Lo determine whether it is evidence, contraband or
instrumentalities of a crime.

p- As discussed herein, based on my training and
experience I believe that digital devices will be found during
the scarch. I know frem my lraining and experience and my
revicew ef publicly available malerials Lhal Apple Inc.,
MoLerela, HETC, and Samsung, among other companies, produce
devices that can be unlocked hy the user with a numerical or an
alpha-anumerical pasasword, or, for some newer versions of the
devices, with a fingerprint placed on a fingerprint
sensor. Bach company has a different name for its fingerprint
sensor feature; for example, Apple’s is callied "Touch ID.* Once
a user has set up the fingerprint sensor feature in the security
scttings of the device, the user can unlock the device by
placing a finger er thumb en the device’'s fingerprint scnser.

If that scasor recognizes the fingerprint or thumbprint, the
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device unlocks. Most devices can be set up to recognize
multiple prints, so thal difterent prints, not necessarily from
the samec person, will unlock the dewvice. In my training and
experience, uscrs of devices with a fingerprint sensor feature
often enable that feature, because it unlocks the phone more
quickly than the entry of a passcode or password but still
offers a layer of security.

. In some circumstances, fingerprint sensors will

not work, and a passcode must be enteresed to unlock the
device. For example, with Apple, Touch ID will not work if
(1} more than 48 hours have passed since the deviee has been
unlocked, (2} the device has been turmed on or restarted,
(3} the device has received a remote logk command, or {4) five
attempts to malch a fingerprint have been unsuccessful. oOther
brands have similar restrictions. T do not know the passcodes
of the devices likely to be found at the SUBIRCT PEEMISES.

E. For these reasons, while executing the warrant,
agents will likely need Lo use the fingerprints or thumbprints
of any user(s) of any fingerprint senaor-enabled device(s) to
attempt to gain access to that device while executing the scarch
warrant. The warrant seeks the authority to compel the use of
the fingerprint and/or thumbprint of every person who is located
at the SUBJECT PREMISES during the execution of the search and
who is reasonably believed by law enforcement to be a user of a
fingerprint senscr-enabled device that is located at the SUBJRCT
PREMISES and falls within the scope of Lhe warrant. The
government. may not be able to obtain the contents of the devices
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if those fingerprints are not used to access Che devices by
depressing them against the fingerprint semsor at the time of
thae search. Although I do not know which of the fingers are
authorized Lo access on any given dewvice, I know based on my
Lraining and experience that it is common for people Lo use one
of their thumbs or index fingers for fingerprint sensors, and in
any event all that would result from successive failed allempls
is the regquiremenl Lo use the authorized passcode or password.
s. As indicated above, the United Stales has
attempted to obtain this data by serving a aearch warranl on
ﬂffine Ally. Office Ally is an electronic medical records
("EME”") company. UNITED has used Office RAlly as his EMR company
since Decerber 2013. The records obtained from Office Ally
contain information of patient office wvisits, tests performed,
and some owbtside medical records. However, I have reviewed
video of the wndercover visits and seen paper charts kept at the
affice. I have confirmed the existence of additiconal records
oulLside the EMR by reviewing the 8= EMR and comparing them
with decuments the CSs provided to UNTTED, some of which were
missing from Lhe CSs' EME patient files. In addition, documents
completed by the CSa at the time of the undercover visils were

not. present in the EMR.

WIIT. CONCLUSTON
64. Based on the [oregoing, I respectfully submit there is

probable cause to believe thal evidence, fruits, and
instrumentalities of wviglations of Z1 T.5.C. 5% Bd46, B4l
(distribution of controlled subslLances, possession of controlled
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sunsrtances with inlesl Lo distribute, and ralaled conspiracy);
18 U.8.C. § 1349 {zo=mspiracy o commit health care {raud): and
18 U.S8.C. §8 1956{a), (h} (mency laundering and ralatad
consniracy) will ba located at the SUBJECE PRRMISES and reeaest

thatt the Court issue Lihce roguested sezvceh warrants.

oy

Stcphanie AT Kol
Diversion IuveslLigator, DRA

Supscribed to and sworn before
me on November Ezl, 2017,

o et k

UNITED STATES MaGLSTRATE JUDGR
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