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e The Network Contagion Research Institute analyzed hashtag ratios between Instagram
and TikTok across topics sensitive to the Chinese Government.

e \While ratios for non-sensitive topics (e.g., general political and pop-culture) generally
followed user ratios (~2:1), ratios for topics sensitive to the Chinese Government were
much higher (>10:1).

e We found these anomalies consistently between hashtag ratios on China sensitive topics
for both national/regional and international issues.

e Though more research is needed, NCRI assesses, given this data, a strong possibility
that TikTok systematically promotes or demotes content on the basis of whether it is
aligned with or opposed to the interests of the Chinese Government.

About NCRI
The Network Contagion Research Institute’, in partnership with Rutgers University Miller Center,

leads data-driven research investigating social cyber threats. Its work on antisemitism?,
nti-black hate®, anti-Asian hate*, Islamophobia®, and extremism has appeared in the

Inetworkcontagion.us/
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Washington Post®, 60 minutes’, CNN8, CNBC?, the New York Times'®. Representatives of NCRI
have testified to Congress and other legislative and legal bodies on these issues. NCRI has
partnered with the United Nations, the British Government, Walmart, and Reddit, amongst
others.

TikTok’s Emergence - Key Challenges and Concerns of Platform
Manipulation

In 2019, TikTok's downloads exceeded" those of Facebook, Instagram, and Snapchat,
establishing it as a significant player in the digital arena. As of 2023, TikTok boasts'
approximately 1.5 billion users compared to Instagram’s approximately™ 2 billion users.

As TikTok’s reach surged, research emerged which has compelled lawmakers and
non-governmental groups to confront the company on issues including child-self harm™, mental
health'®, and extremism®.

TikTok is owned by Chinese company ByteDance, and that relationship has catalyzed
discussions'” at the highest level of the US Government regarding the possible national security
threat TikTok poses.

Numerous instances of TikTok seemingly working in the Chinese Government’s interests have
been uncovered, including:

e In 2019, the Guardian'® reported that TikTok instructed its moderators to censor videos
that mention Tiananmen Square and other topics sensitive to the Chinese Government.

e In 2019, TikTok blocked'™ an American teenager for highlighting the repression of
China’s Uyghur minority (the account was later reinstated?).
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e In 2022, ex-employees of ByteDance's TopBuzz app reported®’ that the company
promoted pro-China content focusing on 'soft' news and topics, while actively
suppressing any material critical of the Chinese Government.

In the United States, TikTok’s influence has been enormously magnified as it has become a
critical news source for its audience. An October 2023 Pew Research Center study?? shows that
one-third of U.S. adults under 30-years-old regularly turn to TikTok for news. Accordingly, it is
imperative that US policymakers thoroughly understand how news is disseminated and
consumed on the platform.

As recently as March 2023, TikTok's CEO was questioned before Congress, and bipartisan
efforts, with wide support, formed around an outright ban or a forced sale of TikTok to an
American entity. Our study demonstrates that TikTok requires further scrutiny.

Research & Findings

On November 13, 2023, TikTok issued a letter®® defending itself against accusations of
anti-lsrael and anti-dewish bias. In that letter, TikTok prolifically compares relative hashtags
between its platform and Instagram to buttress its argument. We have replicated TikTok’s
methodology to assess whether anomalies exist regarding the relative representation of issues
on TikTok vs. Instagram.

To investigate, NCRI analyzed hashtag data related to six topics directly sensitive to the
Chinese Government: 1) Uyghurs; 2) Tiananmen Square; 3) Tibet; 4) Hong Kong; 5) Taiwan; 6)
South China Sea. Our presentation of data starts with Uyghurs and Tiananmen Square because
those were two topics specifically called out at the March 2023 Congressional hearings, and
TikTok’'s CEO explicitly denied that in either case were posts on those topics suppressed or in
any way demoted on the platform.

We then expanded our research into topics relevant to the Chinese Government’s geopolitical
interests: 1) Ukraine-Russia War; 2) Kashmir Independence; 3) Israel-Hamas War?*,

The conclusions of our research are clear. Whether content is promoted or muted onTikTok
appears to depend on whether it is aligned or opposed to the interests of the Chinese
Government. As the summary data graph below illustrates, the percentages of TikTok posts out
of Instagram posts are consistently range-bound for general political and pop-culture topics, but
completely out-of-bounds for topics sensitive to the Chinese Government.

2https.//www.pewresearch.org/short-reads/2023/11/15/more-americans-are-getting-news-on- tlktok buckmq the- trend
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*Note: NCRI analyzed Pro-Palestine hashtags as well, which showed a slight skew ~1.3 Instagram:TikTok ratio (See
Appendix A for more details - the data is not graphed below.)



https://www.businessinsider.com/bytedance-former-employees-say-top-buzz-pushed-pro-china-messages-2022-7
https://www.pewresearch.org/short-reads/2023/11/15/more-americans-are-getting-news-on-tiktok-bucking-the-trend-seen-on-most-other-social-media-sites/
https://newsroom.tiktok.com/en-us/the-truth-about-tiktok-hashtags-and-content-during-the-israel-hamas-war
https://newsroom.tiktok.com/en-us/the-truth-about-tiktok-hashtags-and-content-during-the-israel-hamas-war
https://www.pewresearch.org/short-reads/2023/11/15/more-americans-are-getting-news-on-tiktok-bucking-the-trend-seen-on-most-other-social-media-sites/
https://www.pewresearch.org/short-reads/2023/11/15/more-americans-are-getting-news-on-tiktok-bucking-the-trend-seen-on-most-other-social-media-sites/
https://www.businessinsider.com/bytedance-former-employees-say-top-buzz-pushed-pro-china-messages-2022-7

For clarity, we used the percentage of TikTok to Instagram Posts for this figure. The rest of the
report uses the inverse, Instagram to TikTok, as ratios.

Figure 1: TikTok Posts as a Percentage of Instagram Posts Across
Research Topics
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Figure 1: This overview of TikTok posts as a percentage of Instagram posts by hashtag topic reflects ratios of user
bases between the platforms on issues of popular culture and politics (black), but shows wide discrepancies for
TikTok on issues sensitive to China’s national/regional and international interests (orange).



Methodology

As referenced, we replicated TikTok’s own methodology used in its November 13, 2023 letter®.
NCRI analysts examined the volume of posts on TikTok by hashtag, using the platform’s own
ads manager portal®®. We performed the same analysis using Instagram’s explore?’ feature.?®

Based on relative user base sizes, ex ante we’d expect an approximately 1.5x-2.0x ratio of
popular hashtags on Instagram vs. TikTok.

We selected the specific hashtags for analysis based on an exhaustive review of hashtags on
each platform to ensure that a slightly different hashtag capturing a similar idea was not used on
one platform vs. the other. Our analysis incorporates 60 hashtags most prominent across both
TikTok and Instagram for the relevant topics. A comprehensive list of hashtags we reviewed can
be found in Appendix A.

The basic formula used across our research for any specific hashtag is:

Rati # Posts on Instagram
atio = — _
# Posts on Tiktok

Findings:
For pop-culture hashtags, the ratio between platforms is consistently range-bound:

Conversely, the ratios we found for topics sensitive to the Chinese Government were completely
out-of-bounds.

The data below illustrates that across topics directly sensitive to the Chinese Government,
relevant hashtags are dramatically underrepresented on TikTok vs. Instagram.

Given the unanimity of anomalies, we expanded our research to topics relevant to the Chinese
Government’s geopolitical interests: 1) Ukraine-Russia War; 2) Kashmir Secessionism; 3)
Israel-Hamas War. There too, we found relevant hashtags are dramatically underrepresented on
TikTok vs. Instagram.

To underscore that point, note that while pro-Ukraine and pro-lsrael hashtags are
underrepresented on TikTok vs. Instagram, pro-Kashmiri Independence hashtags are

2https://newsroom.tiktok.com/en-us/the-truth-about-tiktok-hashtags-and-content-during-the-israel-hamas-war
2https://ads.tiktok.com/business/creativecenter/hashtag/biden/pc/en?rid=x5s2701u0s
Zhttps://www.instagram.com/explore/tags/biden

Note: All data was collected from 12/8/2023 to 12/12/2023 - posts on the platform cannot be recovered for this
period from TikTok or Instagram, but the substance of the analysis is replicable.
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dramatically overrepresented, begging the question of whether such outlier activity could
happen organically, and/or without the knowledge and implied consent of the platform?
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Pop Culture Hashtag Ratios Align with User Size on Instagram and TikTok

NCRI began by analyzing differences between Instagram and TikTok hashtag use around
popular culture icons and content. NCRI reasoned that the wide reach of platforms like
Instagram and TikTok should ensure comparable use of popular culture hashtags. The data
generally supported this reasoning and the ratio of platform posts pertaining to popular culture
figures, movies and events aligned closely with the user ratios.

Figure 2: Instagram and TikTok Posts with Pop Culture Hashtags

cinstagram » TikTok Hashtag | instagram | TikTok m

200M HarryStyles 41,926,424 10,943,307
ArianaGrande 33,397,980 11,205,125 3.0
TaylorSwift 21,308,590 10,738,937 2.0
150M Drake 14,835,160 8,705,076 1.7
CristianoRonaldo 14,472,671 7,470,820 1.9
GTA 13,627,199 7,087,197 1.9
100M GTA5 8,659,433 7,588,898 1.1
PSG 8,009,340 3,746,918 2.1
Eminem 5,852,247 3,219,064 1.8
50M JuiceWRLD 3,066,869 1,974,376 1.6
Shakira 2,916,147 3,180,946 0.9
BarbieMovie 1,240,835 699,739 18
oM Total Pop Culture Hashtags JoshHutcherson 957,747 307,650 3.1
GTA6 462,911 475,022 1.0
Ratio: 2.2 Total 170,733,553 77,343,075 2.2

Fig 2. The number of posts with pop culture hashtags on TikTok is approximately half that of Instagram.
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U.S. Politics

NCRI next analyzed whether or not political hashtags would evidence distinction between these
platforms, as notable differences in political orientation between large social media platforms
have been observed?® by other researchers. While there may be fluctuations in the ratio of
political hashtags, distribution and interaction across these platforms tend to reflect their user
ratios, even in the context of controversial political discussions.

Figure 3: Instagram and TikTok Posts with Politics Hashtags

asag | msagran | Thlok | Rato

_ Trump 13,775,604 6,288,730 22
60M *Instagram  « TikTok BLM 8,888,619 4,789,526 1.9
DonaldTrump 6,147,081 827,983 74

Maga 5,254,760 1,049,815 5.0

50M Republican 3,202,029 1,257,096 25
Conservative 3,160,671 1,102,763 2.9

40M MakeAmericaGreatAgain 2,164,678 136,004 15.9
Liberal 1,087,428 767,791 26

30M Democrat 1,835,880 867,610 2.1
Biden 1,806,865 1,774,818 1.0

oM ProLife 1,543,348 226,963 6.8
Democrats 1,517,837 305,821 50

TrumpTrain 1,261,200 488,198 2.6

10M Potus 1,238,542 63,700 19.4
ProChoice 1,166,388 403,207 2.9

oM Republicans 1,016,015 232,872 4.4
Total Politics Hashtags Trump2024 624,553 1,101,543 0.6

. RightWing 521,671 48,797 10.7

Ratio: 2.6 Total 57,113,169 21,733,237 2.6

Fig 3. The number of posts with political hashtags on Instagram is more than twice that on TikTok. The
hashtags Trump and BLM are the most prominent on both platforms.
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Subjects Sensitive to China’s National/Regional Interest

Next, NCRI analyzed whether or not hashtags pertaining to subjects which are more sensitive to
China’s national/regional interest would evidence differences in popularity or use between
TikTok and Instagram. Across each of the domains we analyzed, hashtag popularity, in fact,
showed wide discrepancies, with far fewer posts appearing on TikTok when the hashtags
pertained to issues sensitive to China’s national/regional interests.

Figure 4: Instagram and TikTok Posts with Uyghur-Related Hashtags

= Instagram = TikTok
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Hashtag Instagram TikTok m
Uyghur 297,729 34,186 8.7
Uighur 94,234 7,384 12.8
FreeUyghurs 81,040 1,385 58.5
Uyghurs 72,995 7,375 9.9
UyghurGenocide 26,825 1,296 20.7
Total 572,823 51,626 1.1

Fig 4. Total ratio of posts with Uyghur-related hashtags between the two platforms is 11.1. The hashtag
with the highest ratio is freeuyghurs.
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Figure 5: Instagram and TikTok Posts with Tibet-Related Hashtags

wInstagram  w TikTak

2M
1.5M
1M
05M
o — o
Tibet Dalallama FreeTibet
Ratio: 37.7

Tibet 1,450,041 48,413
DalaiLama 1,043,867 18,575
FreeTibet 135,154 2,771

Total 2,629,062 69,759

Fig 5. Total ratio of the posts with the three most common Tibet-related hashtags between the two
platforms is 37.7, showing a significant discrepancy between Tibet-related content on Instagram and

TikTok.
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Figure 6: Instagram and TikTok Posts with Hong Kong, Tiananmen Square and South
China Sea Related Hashtags
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140K
120K
100K
80K
60K
40K
20K
ok WS _—EE_— — -
X S < QO
o’&% &‘2'%& O'é & fz?)éo
Q¢ <© & & &
) Q S S e
& & &RE Qo
NS &) X0
\z\o Q\o(\ «\fb.
Ratio: 181.1 Ratio: 81.5 Ratio: 20.6
Hong Kong
Hashtag Instagram TikTok Ratio
HongKongProtest 132,359 762 173.7
HongKongProtests 46,594 226 206.2
Total 178,953 988 181.1
Tiananmen
Hashtag Instagram TikTok Ratio
TiananmenSquare 74,424 1,316 56.6
Tiananmen 70,727 466 151.8
Total 145,151 1,782 81.5

South China Sea

Instagram TikTok
SouthChinaSea 94,926 4,600 20.6
Total 94,926 4,600 20.6

Fig 6. Total ratios of posts with Hong Kong, Tiananmen Square and South China Sea related hashtags
show a substantial discrepancy between these subjects on Instagram and TikTok.
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Figure 7: Instagram and TikTok Posts with Taiwan-Related Hashtags

=Instagram = TikTok

40M

30M

20M

10M

oM
AmazingTaiwan Taiwan
Ratio: 15.3

Hashtag Instagram TikTok Ratio
Taiwan 36,404,244 2,472,550 14.7
AmazingTaiwan 1,422 922 1,382 1029.6
Total 37,827,166 2,473,932 15.3

Fig 7. Total ratio of posts with Taiwan-related hashtags between the two platforms is 15.3, showing a
significant discrepancy between Taiwan-related content on Instagram and TikTok.
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Topics of Foreign Military Tensions in Sensitive to China's International
Interests

Given that the hashtags in our sample which were sensitive to China’s national/regional interest
were anomalously underrepresented on the platform, we next sought to examine whether this
pattern of underrepresentation might extend to the international arena as well. We chose 3
conflict arenas that comprise areas of strategic interest to China: Ukraine, Israel. and Kashmir®.

Figure 8: Instagram and TikTok Posts with Ukraine-Related Hashtags

= Instagram = TikTok

2M
1.5M
M
0.5M
oM
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Ratio: 8.5
StandWithUkraine 1,847,823 153,599 12.0
PrayForUkraine 684,124 106,482 6.4
SupportUkraine 411,997 53,996 7.6
SaveUkraine 257,954 61,063 4.2
Total 3,201,898 375,140 8.5

Fig 8. Total ratio of posts with Ukraine-related hashtags between the two platforms is 8.5. The hashtag
standwithukraine has the greatest numerical difference between the two platforms.
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Figure 9: Instagram and TikTok Posts with Israel-Related Hashtags

= [nstagram

300K
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Hashtag | nstagram | TikTok m

Ratio: 6.2
StandWithlsrael 267,235
IStandWithlsrael 201,094
Hamaslslsis 183,552
IsraelUnderAttack 151,360
BringThemHome 133,036
PrayForlsrael 117,222
Total 1,053,499

53,488
32,780
23,591

12,994

28,268
18,489
169,610

6.1
7.8
11.6
4.7
6.3
6.2

Fig. 9. Total ratio of posts with Pro-Israel-related hashtags between the two platforms is 6.2.
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Figure 10: Instagram and TikTok Posts with Kashmir-Related Hashtags

= Instagram = TikTok = Instagram = TikTok
250K 250M

200K 200M
150K 150M
100K 100M
50K 50M
oK A oM

IStandWithKashmir WeStandWithKashmir StandWithKashmir

Ratio: >.001

StandWithKashmir 346,395 228,851,003 0.0
WeStandWithKashmir 13,304 243,032 01
IStandWithKashmir 10,708 137,831 01
Total 370,407 229,231,866 >.001

Fig. 10. The number of posts with Kashmir-related hashtags is considerably higher on TikTok with the
number on TikTok being over 600 times larger than the number on Instagram.

Overall, in our sample of hashtags pertaining to foreign military tensions which are sensitive to
China’s international interest, we noted that pro-Ukraine and pro-Israel hashtags were
underrepresented, while pro-Kashmiri Independence hashtags were overrepresented. The
significance of the overrepresentation of #standwithkashmir specifically, with over 225 million
posts, should not be understated. To contextualize the magnitude of this activity, consider that
the total sum of #standwithkashmir posts outweighs the sum of all other political hashtags in our
sample put together (23,176,698) by an order of magnitude. The BLM hashtag, one of the most
widely used hashtags in politics, reached its peak on Twitter at merely ~50 million posts®' by
comparison. It is challenging to imagine that activity of such magnitude could occur on a
platform organically, and without the knowledge and consent of the platform itself.

Shitps://www.pewresearch.org/internet/2023/06/29/ten-years-of-blacklivesmatter-on-twitter
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Conclusion: Substantial Differences in Hashtag Ratios Raise
Concerns about TikTok’s Impartiality

Given the research above, we assess a strong possibility that content on TikTok is either
amplified or suppressed based on its alignment with the interests of the Chinese Government.
Future research should aim towards a more comprehensive analysis to determine the potential
influence of TikTok on popular public narratives. This research should determine if and how
TikTok might be utilized for furthering national/regional or international objectives of the Chinese
Government.

Should such research determine that TikTok users exhibit attitudes and assessments of world
events aligned with the information distortions that we have discovered, democracies will need
to consider appropriate counter-measures to better protect information integrity and mitigate
potential real-world impacts.



Appendix

Table 1: Categories and Hashtags

Cultural Relevant

Pop Culture taylorswift, harrystyles, arianagrande, drake, cristianoronaldo, psg,
shakira, barbiemovie, gta6, gta5, gta, applemusic, eminem, juicewrld,
thehungergames, joshhutcherson, spotify

U.S. Politics biden, democrat, liberal, prochoice, roevwade, bim, trump, trump2024,
republican, conservative, prolife, impeachbiden, presidenttrump,
donaldtrump, rondesantis, leftist, rightwing, leftwing, potus, maga,
makeamericagreatagain, trumptrain, votetrump, votebiden, democrats,
republicans, liberals, conservatives, 2ndamendment, uselection,
uselections

China Specific

Uyghur uyghur, uyghurs, uighur, freeuyghurs, uyghurgenocide, uyghurlivesmatter

Tibet tibet, dalailama, freetibet, freetibetnow,

Tiananmen tiananmen, tiananmensquare, tiananmensquaremassacre,
tianamensquare, tiananmenmassacre

Hong Kong hongkongprotest, hongkongprotests, savehongkong

Kashmir standwithkashmir, istandwithkashmir, westandwithkashmir

Taiwan amazingtaiwan, taiwan, taiwanfll, taiwanlife

South China Sea

southchinasea

Russia/Ukraine

Pro-Ukraine

standwithukraine, saveukraine, prayforukraine, peaceforukraine,
ukrainewar, ukrainevsrussia, warinukraine, stopwarinukraine,
supportukraine, mariupol

Israel/Palestine

Pro-Palestine

E=, ceasefirenow, gazaunderattack, westandwithpalestine,
westandwithgaza, supportpalestine, supportgaza, freepalestine,
palestinel=, palastinel=, freefreepalestine, freepalestinel=,
freepalestineE=®, fromtherivertothesea,
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fromtherivertotheseapalestinewillbefree,
fromtherivertotheseapalastinewillbefree, gazaunderattach,
gaza_is_under_bombardment, gaza_under_attack, gazagenocide,
gazaunderfire, gazamassacre, gazaisunderattack, gazaunderattackk,
gazaunderattacks, palestinianlivesmatter, falastini, freegaza, freegazalk=,
savegaza, propalestine, palestinesolidarity, boycottisrael, bycottisrael,
palestinelivesmatter, free_palestine, prayforpalestine, savepalestine,
prayforgaza, freepalestinefromisrael, israeliwarcrimes, gazagenocide,
endtheapartheid, endtheoccupation, israelisisis, standwithpalestine,
istandwithpalestine, palestinewillbefree, israelterrorist

Pro-Israel hamasterrorists, israelunderattack, hamasisisis, hamasisis,
bringthemhome, bringthemhomenow, freeisrael, standwithisrael,
istandwithisrael, supportisrael, isupportisrael, prayforisrael, saveisrael,
godblessisrael

Table 2: Instagram and TikTok Posts with Pro-Palestine Hashtags

I T

FreePalestine 7,108,636 4,038,232

SavePalestine 2,253,367 1,340,742 1.7
GazaUnderAttack 2,119,870 298,639 71
Palestineps 1,395,533 1,238,751 1.1
FreePalestiners 1,012,440 606,864 1.7
SaveGaza 872,489 277,085 3.1
FreePalestiners @ 193,204 3,432,906 0.1
Total 14,955,539 11,233,199 1.3

The Network Contagion Research Institute (NCRI) aims to identify and forecast cyber-social threats targeting
individuals, organizations, and vulnerable communities.

To learn more about this research, please contact Joel Finkelstein (joel@ncri.io) or Alex Goldenberg (alex@ncri.io).
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